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A comparison of the waveform and 
spectrum of the high altitude burst and 
the induction fields of a lightning stroke 
are shown in the figure. aor 
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Although a lightning stroke can have 
a fast rise time, low energy precursor — 
before the main stroke, the main stroke 
is a high amplitude (100 kV/m or greater), 
1 to 5 microsecond rise time and hundreds 
of microseconds fall time. An enormous 
amount of energy is contained in the main 
stroke. The induction field, however, 
which is of concern to systems nearby a 
lightning discharge is on the order of 
1 kV/m electric field. This induction 
field is non-radiating and therefore a 
localized field. 


In the high altitude burst case, the 
fields radiated onto the earth's surface 
are of the order of 50 kV/m electric field 
with rise times of the order of 10 nano- 
seconds. The wave is a radiating EM wave 
which results in an extremely large dis- 
tribution on the earth's surface in con- 


trast to the localized nature of lightning. 


For a burst over the continental U.S., 
the fields on the surface are predominant- 
ly horizontally polarized E fields. Since 
the burst location is outside the iono- 
sphere, the coverage on the earth's sur- 
face is limited by the line-of-sight 
tangent radius to the earth's surface. 
The figure shows the approximate cover- 
age on the earth for a 100 km (small 
circle) and 300 km (large circle) height 
of burst over the central U.S. 


“EMP GROUND COVERAGE OF HIGH 
ALTITUDE BURSTS 


These fields are not uniform in 
amplitude or waveform over the entire 
area but depend on burst location and 
the earth's geomagnetic field, as we will 
see in Section III of the course. It 
should also be recognized that no other 
weapons effects accompany the EMP from a 


high-altutude burst. 


Due to the fast rise times of the 
EMP, the spectral energy is distributed 
throughout the spectrum through the lower 
microwave band. Most man-made sources 
occupy only a narrow part of the spec- 
trum, 


In the case of the near surface 
(O-2 km) burst within the deposition 
(source) region, non-radiating fields on 
the order of 100 kV/m electric fields (or 
higher) with rise times of tens of nano- 
seconds (approximately 50 ns) are real- 
ized. Outside the deposition region, a 
radiating EM wave is realized. The 
fields of this radiating wave at a 
distance of 10 km from the burst location 
are quite comparable to the close-by 
fields of the lightning stroke. That is, 
rise times of approximately 1 to 5 micro- 
seconds and peak amplitude of 1 kV/m 
electric field. These fields fall off as 
1/R (R being the distance from the burst 
point) with distance from the burst. 
These fields are essentially vertical 
polarized electric fields. 


In other words, EMP is sufficiently 
different from any other electromagnetic 
environment usually encountered that 
protection practices and components for 
non-EMP environments -- radio-frequency 
interference, lightning, radar, etc., are 
not directly applicable for EMP 
problems. 


Laboratory tests have demonstrated 
that vacuum tube systems are many times 
more resistant to permanent damage from 
EMP than semiconductor systems, and 60 Hz 
motors even more resistant than vacuum 
tubes; but even motors can be damaged if 
connected to a very large energy-collect- 
ing structure. 


The replacement of "harder" vacuum 
tube systems by "'softer'' transistors or 
integrated circuit systems was an aspect 
which was never considered during the 
atmospheric test period. This evolution 
of systems using components that require 
inherently less power has resulted in an 
increased susceptibility to EMP. 
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Digital computers are extremely 
sensitive to EMP. Here it makes little 
difference whether vacuum tubes or tran- 
sistors are used. It can affect opera- 
tion of a computer by introducing false 
signals or by erasing information stored 
in memory banks. Very small amounts of 
energy may perturb such things as the 
flight path of a missile, momentarily dis- 
rupt display devices, temporarily upset 
the operation of many other types of elec- 
tronic gear, etc. 


Tests on systems have demonstrated 
an “avalanche effect", wherein very small 
amounts of EMP can "dump'' huge amounts of 
stored electrical energy which normally 
occurs within a system. This can set off 
an electronic/electrical “landslide” which 
could damage components or jam communica- 
tions systems. This is somewhat analogous 
to a tiny spark igniting a forest fire. 
. In fact, EMP-induced "sparks" could well 
ignite fuel-air vapors or detonate ammu- 
nition under the proper conditions. A 
well-publicized example of an "electrical 
avalanche" due to a small component failure 
was the Northeast power system blackout. 
This, of course, was not induced by EMP. 


Most of our electronic systems are 
designed to be frequency selective, (i.e., 
operate over a narrow frequency band), 
and, therefore, respond differently to 
the EMP spectrum. As we have seen, the 
EMP spectrum is very broad, but it cer- 
tainly is finite. Where the energy 
couples to the system (power line, 
antenna, etc.) determines the spectral 
content and the energy transmitted to 
sensitive components within the system. 
Therefore, all systems will not be sus- 
ceptible to EMP nor will they respond in 
the same manner or to the same extent. 


Examples 


What does this mean in more specific 
terms? A few hypothetical system ex- 
amples may be illustrative. Consider a 
communications complex. The most likely 
EMP effect would be temporary interrup- 
tion of communication service. This can 
occur even though no permanent damage 
requiring parts replacement occurs. Where 
EMP protection was not considered, it has 
been shown that one EMP pulse could im- 
pair service of certain portions of the 
system for as long as 20 to 40 minutes. 
Burnout of key components is somewhat 
less likely, but always a possibility. 


In the case of strategic systems 
and some tactical systems, no impairment 
of the system can usually be tolerated, 
even for a few seconds. For example, EMP 
pickup in the control system of an in- 
flight missile could perturb the flight 
so much as to cause breakup of the missile, 
could disrupt the count-down of missiles 
being readied for firing, or could impair 
the command and control during critical 
times. 


In the case of tactical systems, 
many of these systems are required to 
survive the effects of the nearby deto- 
nations of a low-yield nuclear weapon. 
Here it makes little sense to invest 
millions of dollars in blast, thermal, 
and TREE protection without providing a 
comparable degree of EMP protection as 
well. 


Consider a hypothetical, anti-air- 
eraft, fire-control, and fighter-director 
tactical system. One EMP event has the 
potential to "erase" all of the recorded 
data supplied by over-the-horizon picket 
aircraft and ships or distant sensors 
even though no permanent damage occurs. 
This one-to-ten minute potential service 
interruption could allow an enemy bomber 
enough of an advantage to destroy the 
system. 


Nuclear war without a direct USA in- 
volvement is a relevant part of EMP weapon 
effects scenarios. A nuclear detonation, 
a continent away, must not functionally 
damage vital radio communication links 
from the USA to tactical units -- ships, 
aircraft and ground units stationed near 
the conflict. 


The photograph dramatically illus- 
trates some of the pseudo-focusing or 
field-gathering effects. In this case, 
the EMP field intensity has been 
"sathered" (or more correctly, enhanced) 
by a factor of about 100 times. This 
"pseudo-focusing" was sufficient to ion- 
ize the air near the blade tips, as shown 
in this photograph taken of a rotor blade 
of a helicoper undergoing nighttime EMP 
simulation tests. 


Summary 


The 3,000 mile high altitude elec- 
tromagnetic EMP effects radii occurs 
because of: 


1. large source region, 


2. very intense fields with char- 
acteristics never normally 


encountered, 

3. “focusing effect" of energy 
collection, 

4. extreme sensitivity of modern 


components and subsystems, 


5. "house-of-cards" design of 
systems. 


From the foregoing, we can see that 


EMP susceptibility is a three-factor 


function: 


e Energy collection; collection 
efficienty (size) of structure, 


e Fraction of collected energy 
applied to sensitive component, 


e Sensitivity of component to 
damage or upset (interruption). 


The potential disruption effects of 
EMP must be considered for all systems 
because of the ever-increasing dependence 
on modern sophisticated electronic/elec- 
trical systems for both military and 
civilian uses. 


Thus all systems of any importance 
should incorporate features and tech- 
niques to counter the EMP effects, as 
required. A number of systems have al- 
ready been demonstrated to be protected 
and many more systems are currently 
being EMP-hardened. 


Thus, 
PROTECTION. 


the central issue today is 


It is essential to keep in mind that 
in a time varying electromagnetic field, 
the electric field (f) and the magnetic 
field (A) cannot be created independently. 
Coexistence of the electric and magnetic 
fields is a prerequisite to the establish- 
ment of an electromagnetic field. At low 
frequencies (~ 10 kHz), the electric and 
magnetic fields are often considered sepa- 
rately for simplification of shielding 
analysis and design. At these low frequen 
cies this is a very good approximation. 
True separation of these fields only ex- 
ists in the static (dc) case, however. 


Coupling of Time-Varying 
Electric and Magnetic Fields 
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The relationship between the electric 
and magnetic field is given by: 


Be). 
= = mM 
i 
where 
7 = characteristic impedance of 
the media 
n. = 377 2 is the characteristic 


impedance of free space. 


The medium also plays an important 
role in formulating the electromagnetic 
field. The parameters of the medium pro- 
vide the necessary link between various 
electromagnetic quantities. The more 
important medium parameters and their 
units, and the role they play are indi- 
cated here. 


Relationships Between Field 
Quantities and Parameters 
of the Medium 


Parameters of the Medium 


€« Permittivity 
(Farad/’n) 


He Permeability 
(Henrys/m) 


Gs Conductivity 


(Mhos/n) 


Electric fields 
charge separation in 
simplicity, consider the generation of a 
static (de) electric field. A simple 
case is that of a parallel plate capaci- 
tor. Impressing a voltage (V) across 
the plates results in a redistribution 
of charge on the plates as shown. This 
redistribution of charge results in an 
electric field (E) between the plates. 
The relation between the electric field 
and the applied voltage, in this case, 
is given by: 


are the result of 
the media. For 


z - 


u volts/meter 


Generation of an Electric Field 
in a Parallel Plate Capacitor 


Conducting Plate 


Electric Fiald Lines 


If we have a force which causes 
charge separation, an electric field is 
created. In this case, the force was the 
applied voltage. For example, in the 
case of EMP generation, as we-will see in 
Section III, the force causing the charge 
separation is the nuclear detonation and 
the resulting gamma rays. 


The generation of magnetic fields 
requires current to flow. Again for sim- 
plicity, consider the’ static (dc) case. 
Consider, for a simple example, the field 
between two current sheets carrying a 
total current I. The total current is 
related to the current density (J_) by 
the relation 2 


I = J,5 
Ss 


where 


~ 
iH 


cross sectional area of the 
current sheet. 


‘This assumes a uniform current density 
which holds only for the static case. 
The resulting magnetic field (H) between 
the current sheets is given by: 


H = ned amps/meter. 


In the case of EMP, see Section III, the 
current flow results from the interaction 
of the gammas produced by the nuclear 
detonation with the media. 


Generation of e Magnetic Field Between Current Sheets 


In many cases in field theory, the 
events occurring at a point, or within 
an incremental volume, are of interest. 
In these circumstances, it is desirable 
to define the relationships between the 
current and voltage for the incremental 
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volume. These are shown in the figure. 
The concept of current density is use- 
ful. For an incremental volume or area, 
the current is uniform throughout, and 
the current is related to the current 
density by: 


ce 2. 
t= 3s = 5 
where 
J = of 
Vv = EL 
2? «de 
R= os 
o = conductivity of the material 
R = resistance of the material 


for the incremental volume 


— = induced electric field. 


Ohm's Law for an Elemental Volume 


Direction of power flow in a distant 
EM field is given by the POYNTING vector 
and can be obtained by use of the right- 
hand rule, as indicated, Note that the 
POYNTING vector, P, gives not only the 
direction of power flow but also the power 
density of an EM field in watts/m2. 


Direction of Power Flow for a Radiated EM Wave 


Bz Poynting Vector 
twetta/m*) 


B=F xf 


Direction of Power Flow 


2.3 EMP CHARACTERISTICS 


The waveform of the EMP plays an im- 
portant role in the coupling to systems 
and the effects on systems. At this time 
we will define the more important char- 
acteristics of the EMP to serve as a base 
of understanding for subsequent discus- 
sions. 


Two of the most important parameters 
are shown in the figure. The rise time 
(tr) is defined as the time between the 
10 and 90 percent points of the leading 
edge of the wave. The time to half-value 
is the time for the wave to decay to half 
amplitude on the trailing edge of the 
pulse. These times determine the spectral 
content of the wave. 
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GENERALIZED HIGH-ALTITUDE EMP ELECTRIC 
AND MAGNETIC-FIELD TIME WAVEFORM 


Equally important, in order to de- 
termine the coupling to a system, is the 
polarization of the wave. The polari- 
zation is defined on the basis of the 
field vector. Vertical polarization is 
when the field vector is normal to the 
direction or propagation and wholly with- 
in the plane of incidence, Horizontal 
polarization is when the E field vector 
is normal to both the plane of propaga- 
tion and the plane of incidence. 


The angles of incidence are the 
vertical angle (~) between the point of 
observation and the burst point measured 
from the location of the point of obser- 
vation, and the horizontal angle (8) be- 
tween the axis of the energy collector 
and the direction plane of incidence. 


Direction Of Incidence 


N 


Antenna 
(Collector) 


ANGLES OF INCIDENCE 


How do the gamma rays cause EMP? 
The answer is through the Compton inter- 
action process. Compton discovered that 
photons can collide with electrons, knock- 
ing them out of the atoms in which they 
were originally bound. These Compton col- 
lisions are somewhat like the collision 
of a moving billiard ball with one at rest. 
The recoil electron, like the ball origi- 
nally at rest, goes predominantly forward 
after the collision. Thus, a directed 
flux of gamma rays produces, by Compton 
collisions, a directed flux of electrons. 
This constitutes an electric current, 
which generates the EMP. 


THE COMPTON EFFECT 


How do the gamma rays cause EMP? 
Through the Compton scattering process. 


ae? scattered gamma ray 


Incident gamma ray esses TO’ 
°0 recoll electron 


atom 


We can now consider some order of 
magnitude estimates of the energy involved 
at each state of the EMP generation pro- 
cess. A one megaton bomb releases 4 x 1015 
joules of RNerEy About 0.1% of this en- 
ergy, or 4 x 1012 joules, may appear as 
prompt gamma rays. This amount of energy 
is equivalent to that produced by a hun- 
dred megawatt power plant running for 
about 11 hours. A fair fraction, about 
one-half of this, goes into the Compton 
recoil current. Fortunately, most of 
this energy goes into heating air rather 
than into the EMP. About 10-3 of the 
gamma energy goes into EMP; thus giving 
about 10-6 of the bomb energy going into 
the EMP. 


3.3. EMP GENERATION 


The previous section showed how a 
nuclear detonation produces the gamma 
rays and how these in turn produce the 
Compton electrons. These basic physics 
principles hold for all burst locations. 
To generate a radiated EMP, however, other 
mechanisms exist which differ with burst 
location. This section will discuss gen- 
eration of a radiated EMP and its char- 
acteristics for the three burst locations. 
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Deposition Region Fields 


The gamma rays emitted by the nuclear 
detonation are nearly symmetrical, any 
anisotropy of the emission of the gammas 
is small and of short duration compared 
with other factors. The result is the 
Compton electrons created move radially 
away from the burst point and there exists 
a radial symmetric current distribution. 
The scattering of the electrons leaves 
behind the heavier positively charged 
parent molecule. This separation of 
charge produces a strong radial electric 
field as shown in the figure. 


CHARGE SEPARATION MODEL 


For this symmetrical condition, no 
Magnetic field is generated and there- 
fore the deposition region fields are non- 
radiating fields. In the deposition 
region in early time, the Compton electron 
current dominates and the radial electric 
field rises rapidly. Due to additional 
collisions, the Compton electrons pro- 
duce secondary electrons which further 
ionize the air and increase its conductiv- 
ity. These secondary electrons under 
the influence of the radial electric field 
move and produce a conduction current which 
tends to reduce or limit the local field 
resulting in the plateau at later time. 


io78 1o7? 1078 1075 10-4 
Time (s) 
GENERAL TIME WAVEFORM OF E, 
IN DEPOSITION REGION 


Near Surface Burst EMP 


A completely symmetrical system of 
radial currents produces neither magnetic 
nor radiated fields. The departure from 
symmetry, in the case of the near surface 
burst (less than 2 kilometers above the 
earth), is provided by the earth/air in- 
terface, resulting in a ‘nearly hemispheri- 
cal deposition region. 


radiated EM wave 


a et 


radial asymmetric curreat distribution. 


radial symmetric corrent distribetion. 


The deposition region is limited in 
size (3 to 6 km) by the air density and 
hence the distance the gamma rays can 
travel. The average distance a gamma ray 
travels before making a Compton collision 
is about 200 meters at sea level, although 
a few may go as far as a few kilometers. 
The Compton electrons travel outward only 
a few meters before being stopped by the 
air. The deposition region is thus more 
dependent on the absorption of gammas in 
the atmosphere than on the yield of the 
weapon. 


Within the deposition region, as 
discussed previously, a strong radial 
field exists. The radial field has a peak 
amplitude of approximately 100 kV with a 
rise time of 10 nanoseconds. The earth 
tends to short out the radial electric 
field near it since it is normally a 
better conductor than air. Near the ground 
the conduction electrons find an easier 
path back to the positively charged cen- 
ter by flowing down to the ground and 
back towards the burst point. The result 
is a current loop which generates an azi- 
muthal magnetic field. 


Compton 


electron 
conduction electron 


magnetic field 


A vertical electric field is re- 
quired in connection with the vertical 
component of conduction. current. This 
vertical electric field can be regarded 
as connecting Compton electrons in the 
air with their image charges in the 
ground. Thus, for a near surface burst, 
the principle fields in the deposition 
region are a radial and vertical electric 
field, and an azimuthal magnetic field. 


When viewed from a large distance . 
from the burst point, the net fields are 
the vertical electric and azimuthal mag- 
netic fields. A.vertical dipole can be 
used as a source model for the radiated 
EMP in this case. The dipole model is 
depicted in the figure. 


Je Net Current- Density Vector 


Surface Burst 


ELECTRIC-DIPOLE MODELS OF SURFACE AND 
AIR-BURST RADIATED EMP (ADAPTED WITH 
THE PERMISSION OF THE DEFENSE NUCLEAR 
AGENCY ) 


The radiated fields are character- 
ized by an oscillating signal. The mag- 
nitude of the radiated field falls off 
inversely proportional to distance from 
the burst. A rough estimate of the peak 
electric field strength (Epk), where peak 
= the largest negative value, is given 

y: 


7 
E = 10. volts/meter 


_ pk 


radial distance from the 
burst point. 


where R = 


A generalized time waveform is 
shown. The Fourier transform of this 
waveform shows the bulk of the energy 
lies below 1 megahertz. The peak ampli- 
tude at a distance of 10 km is about 1000 
volts/meter. 


The radiated field from a near sur- 
face burst is predominantly vertically 
polarized at the earth's surface. 
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- GENERALIZED TIME WAVEFORM OF SURFACE- 


BURST RADIATED ELECTRIC FIELD (ADAPTED 
WITH THE PERMISSION OF THE DEFENSE 
NUCLEAR AGENCY) 


The relative magnitude of the 
deposition region fields to the radiated 
fields, indicate the near surface burst 
EMP is a serious threat to most systems 
within the deposition region. Outside 
the deposition region, the EMP is a prin- 
cipal threat to systems which respond to 
very low frequencies or have very large 
energy collectors. 


Air Burst EMP 


An air burst is defined as a burst 
occurring at an altitude of 2 to 20 kilo- 
meters above the earth. The EMP from an 
air burst is characterized by a strong 
radial electric field in the deposition 
region and a weak radiated field. 


The air density, in the range of 2 
to 20 kilometers, is relatively dense 
and quite uniform. This relatively dense 
air results in a relatively short range 
for the gamma rays and Compton electrons 
as in the case of the near surface burst. 
Consequently, no appreciable turning of 
the electrons takes place in the geo- 
magnetic field (see the discussion on 
exoatmospheric EMP), and therefore, this 
mechanism does not result in a radiated 
EMP. 


Since the air density is also quite 
uniform, only a small net current asym- 
metry exists resulting in only a weak 
radiated EMP. A dipole model, as used 
for the near surface burst, can also be 
used here. The radiated fields from the 


air burst are similar in shape to those 
of the near surface burst, with the peak 
fields at least one order of magnitude 
less than those of the near surface burst. 


Due to the weak radiated fields, the 
EMP from an air burst is a principle 
threat to systems which may be within the 
deposition region, in which case, the 
other nuclear weapons effects must also 
be considered. 


Exoatmospheric Burst EMP 


An exoatmospheric burst is defined 
as one which takes place at an altitude 
greater than 40 kilometers above the 
earth. A typical exoatmospheric burst 
geometry is depicted in the figure. 


EMP FROM HIGH ALTITUDE BURSTS 
EXAMPLE OF GEOMETRY BEING CONSIDERED 


o—e 


burst ie \— outgoing pulse of gammas 
Ale . 
s _7-gamma absorbing layer 


h = height of burst = 400 km 
s = distance to horizon = 2,250 km 


A high altitude burst illuminates large geographical 
regions with gamma _ rays 


Above about 40 kilometers altitude, 
the atmospheric density is sufficiently 
small that the high energy gammas are not 
affected appreciably. The atmospheric 
density is large enough that the gammas 
are absorbed by Compton scattering below 
40 kilometers. The gamma absorption is 
nearly complete by the time they reach 
20 kilometers altitude. The deposition re- 
gion for a high altitude burst is thus be- 
tween about 20 to 40 kilometers, which is 
approximately 65,000 to 130,000 feet. 
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The Compton electrons are scattered 
forward (downward in this case), within 
the deposition region as was the case for 
both the near surface and air bursts. 
These Compton electrons produce a system 
of radial currents. As stated previously, 
a symmetrical system of radial currents 
will not produce a radiated field. In 
an exoatmospheric burst situation, there 
are two mechanisms which produce the radi- 
ated field: (1) the asymmetry due to 
the space/atmosphere interface, and (2) 
Compton electron turning due to the earth's 
geomagnetic field, It is the Compton 
electron turning which dominates since the 
electrons can travel greater distances, 
and thus have more time to interact with 
the geomagnetic field due to the reduced 
atmospheric density. 


The outgoing gammas from the burst 
form a spherical shell which expands with 
the velocity of light. Since most of the 
gammas are emitted in about 10 nanoseconds, 
the thickness of the shell at any instant 
is a few meters. When the gamma shell 
begins to intersect the absorbing layer 
of the atmosphere, the Compton scattering 
process begins. 


At the altitude of the deposition 
region, the stopping range of Compton re- 
coil electrons is of the order of 100 
meters. In traveling this distance, the 
Compton electrons are strongly deflected 
by the geomagnetic field with a gyro radi- 
us of about 100 meters. The Compton re- 
coil current therefore has strong components 
in directions transverse to the gamma prop- 
agation direction. This transverse current 
radiates an electromagnetic wave that pro- 
Ppagates in the forward direction. 


The outgoing wave keeps up with the 
gamma shell and is continually augmented 
by the transverse Compton current until 
the gammas are all absorbed. Then the 


electromagnetic wave goes on alone as a 
free wave or pulse. Secondary electrons 
produced by- the Comptons make the air 
conducting. This conductivity attenuates 
the electromagnetic pulse. The amplitude 
of EMP is determined by a balance between: 


1. Increase due to transverse 
Compton current. 


2. Attenuation due to conduc- 
tivity. 


MECHANISM OF EMP GENERATION 


incident 
gamma ray~ 


~ 
~~ 
N 


si. Compton electron deflected 
> by geomagnetic field. 


Compton scattering aie 


A summary of the process of EMP gen- 
eration from a high altitude burst can 
now be given along with important details 
on the directional dependence. 


Gamma rays are scattered from mole- 
cules with the emission of Compton elec- 
trons in the forward direction with 
energies on the order.of 1/2 million elec- 
tron volts. The motion of the Compton 
electrons is modified by the geomagnetic 
field. They follow a spiral path about 
the magnetic field lines until they are 
stopped by collision with atmospheric 
molecules. As the Compton electrons col- 
lide with atmospheric molecules, further 
ionization occurs and the conductivity 
increases. The propagation of the EMP 
depends on the conductivity of the region 
through which it passes. Dispersion, 
attenuation, and reflection may occur. 
The circular component of the Compton 
electrons represents a magnetic polariza- 
tion, and the linear component represents 
an electric polarization. 


Both the magnetic and electric pol- 
arizations vary with time and, conse- 
quently, can radiate electromagnetic 
energy. This can also be viewed as a 
collective flow of electrons along the 
field which radiates in the transversal 
direction. 
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Compton electrons that move parallel 
to the geomagnetic field are not deflected. 
Thus, the EMP amplitude is small in two 
directions along the geomagnetic field 
line passing through the burst point. The 
EMP amplitude is a maximum on those rays 
from the burst point which run perpendicu- 
lar to the geomagnetic field in the depo- 
sition region. 
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The transverse current components 
ano the resulting radiated fields can be 
understood by considering a system of 
elemental dipoles along the line-of-sight 
from the observation point to the burst 
point. Each dipole radiates an electro- 
magnetic field (the normal "donut" radi- 
ation pattern of a dipole) which add in 


‘phase since the EM fields, gammas, and 


Compton electrons all travel at or near 
the speed of light. 
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PHASED MAGNETIC DIPOLE ARRAY MODEL 


The radiated fields are high inten- 
sity fields, have short rise times (wide 
Spectrum) and cover a large area of the 
earth's surface because of the height and 
large extent of the deposition region. 
The geographical coverage as a function 
of the height of burst can be obtained by 
considering the tangent radius. 


The tangent radius is the are length 
between the line from the earth's center 
to the burst point and the line from the 
earth's center to the point where a line 
from the burst point is tangent to the 
surface of the earth. For a burst at 300 
kilometers, the tangent radius is 1920 
kilometers, or about 1200 miles. The 
EMP from the burst can cover this region. 


It should be noted that the fields 
do not end at the tangent radius. For 
surface systems, this is the farthest 
point of interest, in most cases, but low 
amplitude fields may be propagated beyond 
this point by ducting. For airborne sys- 
tems, however, the coverage may be much 
farther depending on the height of the 
point of observation. As long as there 
is line-of-sight to the burst point, the 
EMP will be present. 


TANGENT RADIUS FOR A 
HIGH ALTITUDE BURST 


The EMP time waveform varies consid- 
erably over the area of coverage. Three 
cases will be considered: (1) near sur- 
face zero, (2) the maximum field point 
(where a line from the burst point to the 
maximum field point is orthogonal to the 
geomagnetic field lines in the deposition 
region), and (3) at the tangent radius 
point. 
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HORIZONTAL VARIATION OF EMP 
FROM A HIGH ALTITUDE BURST 


Source Regionj 
30 km—- 


At surface zero, the fields have re- 
duced amplitude (0.25 Emax), short rise 
time (approximately 5 nanoseconds), and 
time to half value of about 20 nanoseconds, 
At the maximum field location, the rise 
time is about 10 nanoseconds and time to 
half value is about 50 nanoseconds. At 
the tangent radius, the fields are about 
0.5 Emax, and rise time to half value 
greater than 10 nanoseconds and 200 nano- 
seconds respectively. This distribution, 
as a function of height of burst and geo- 
graphic position on the earth, can be 
determined from the figure. The peak 
field at any point can be found by align- 
ing magnetic north on the figure with 
magnetic north at surface zero. 


Tangent Radius 


Magnetic 
North 


2*HO8 


3xHOB.” Ly” 


VARIATIONS IN HIGH ALTITUDE EMP PEAK 
ELECTRIC FIELD ON SURFACE OF CONT- 
INETAL UNITED STATES (ADAPTED WITH 
THE PERMISSION OF THE DEFENSE 
NUCLEAR AGENCY) 


As a result of this wide variation 
on the earth's surface and the inability 
to predict the burst location, the time 
waveform used preserves the important 
characteristics of the three waveforms 
discussed. The composite waveform, there 
fore, maintains the fast rise time (near 
surface zero rise time), slow decay (near 
tangent radius decay), and maximum peak 
amplitude. The spectrum contains all 
frequencies of interest. The composite 
waveform, shown in the figure, can be 
approximated analytically by a double 
exponential. 
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GENERALIZED HIGH-ALTITUDE EMP ELECTRIC- 
AND-MAGNETIC-FIELD TIME WAVEFORM 


The spectrum of this pulse can be 
obtained by taking the Fourier transform 
of the time waveform. The significant 
frequencies extend out to about 150 mega- 
hertz with the bulk of the energy (99.9%) 
below about 100 megahertz. 
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The polarization of the EMP depends 
on the locations of both the burst and 
the observer, and the orientation of the 
geomagnetic field. The direction of the 
electric field is normal to both the geo- 
magnetic field at the observer's location, 
and the direction of incidence. The dir- 
ection of incidence is radially outward 
from the burst. For the Continental U.S., 
a typical dip angle for the geomagnetic 
field is about 6/7 degrees. 


For this dip angle, and assuming the 
geomagnetic field lines run north and 
south, the EMP polarization is horizontal 
for bursts north or south of the observer. 
For bursts east or west of the observer, 
the Pee departs from horizontal 
by 23 degrees or less. Therefore, the 
principle polarization for systems based 
in the U.S, is horizontal. 


3.4 EARTH EFFECTS ON TOTAL FIELDS 


So far we have discussed the free 
field which impinges on the surface of the 
earth due to the radiated EMP. Since these 
are electromagnetic waves, they will pene- 
trate the surface of the earth and be re- 
flected by it. The amount of penetration 
or reflection is a function of the fre- 
quency (spectrum of the pulse), the polar- 
ization, direction of incidence, and earth 
parameters. 


The reflection and transmission co- 
efficient equations are presented in 
Section V. It should be noted that a 
phase reversal takes place for the compo- 
nent of the electric field parallel to 
the conducting surface but not for the 
normal to the surface component. Near 
the surface, therefore, for the parallel 
component, the electric field is reduced, 
but the magnetic field is increased. 
Electromagnetic fields also diffuse into 
the ground. The penetration depth de- 
pends on ground conductivity and frequency 
component considered. A greater ground 
conductivity leads to a smaller penetra- 
tion depth. The high-frequency components 
penetrate less deeply than the low-fre- 
quency components of the pulse. 
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3.5 SYSTEM GENERATED AND INTERNAL EMP 


While not the subject of this course, 
a few words are in order in the area of 
system generated EMP (SGEMP) and internal 
EMP (IEMP). 


Internal EMP is EMP induced directly 
in a system by gamma radiation (or X-rays) 
striking the system. In the case of in- 
ternal EMP, Compton recoil electrons are 
produced by interaction of incident gamma 
radiation with material in the system. 
This interaction is similar to production 
of Compton recoil electrons in the atmos- 
phere in the case of external EMP. Hoyw- 
ever, the way in which Compton recoil 
electrons produce internal EMP differs 
from that of the Compton recoil electrons 
in external EMP. 
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Internal EMP can arise in different 
ways. One type may be called "cavity 
EMP" and arises from Compton recoil elec- 
trons being driven across the volume of 
an enclosed cavity. Both electric and 
magnetic fields are generated. These 
fields may ring at the cavity frequencies. 
The fields will induce voltages in cir- 
cuits contained in the cavity. If the 
cavity contains air, it may become elec- 
trically conducting. This affects the 
time behavior of the fields. 
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Another internal effect (SGEMP) is 
“Compton charging.'’ Any object in a gamma 
flux has some Compton electrons knocked 
out of it and receives Compton electrons 
knocked out of other nearby objects. These 
will usually not balance. The charge added 
at various locations in a conducting cir- 
cuit will flow away through the circuit, 
thus generating an extraneous signal. The 
charge acquired by insulation may leak 
away very slowly. In general, the thicker 
the object, the more charge it acquires. 


A coupling structure can also collect 
energy from an impinging EMP field by mag- 
netic induction. The induced signal from 
an EMP is equal to the negative time rate 
of change of the incident magnetic flux. 
This is an empirically derived fundamental 


law known as Faraday's Induction Principle. 


The voltage induced in a loop by a uni- 
form magnetic field is given by 


= as 
v(t) = ul A ae Het) 
where 
u = 4nx 107’ is the permeabil- 
ie) 7 
_ity of free space 
A = the area of the loop 
H = The component of the mag- 


netic field normal to the 
plane of the loop. 


Magnetic Induction 


Loop Antenna 


Equivelent Circuit 


Another important coupling mechan- 
ism is that due to the I-Z drop which 
occurs whenever a coupling structure is 
imbedded in a lossy medium, e.g., earth, 
in which EM fields exist. Consider, for 
example, a bare wire conductor located a 
distance, d, below the surface of the 
earth and in the presence of an impinging 
EMP field as shown. The incident EMP 
field illuminating the surface of the 
earth causes conduction currents per meter 
width to flow in the earth. As a result 
of the current flow in the earth, a dis- 
tributed I-Z drop appears along the wire 
which is equivalent to a voltage source 
distribution, causing current to flow in 
the wire conductor. An increment of 
voltage drop (which can be viewed as a 
point generator), AV, over a distance, 
Az, along the conductor is given by 
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AV = Z7J Az 
where 
J = total earth conduction current 
per meter width 
Zn = surface transfer impedance of 


the earth. 


The surface transfer impedance is given 


by 
Zn * . e °* exp |- d 0 +8 | 
where 
a = propagation constant of the 
earth 
8 = free-space propagation con- 
stant 
6 = earth conductivity 
d = depth of burial. 


Transmission line theory may now be 
used to determine the actual current dis- 
tribution induced on the wire. 


Current Flow due to I-2Z2 Drop in the Ground 
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Antennas 


Electromagnetic coupling to antennas 
results from electric and magnetic in- 
duction. The induction principle which 
dominates for a given antenna depends on 
the antenna's geometrical configuration. 
At this time we will consider two basic, 
simple types: (1) the linear antenna 
(monopoles or dipoles), and (2) the loop 
antenna. The way energy couples to these 
simple antennas can serve as a basis for 
estimating the energy collection by com- 
plex antennas and the other conducting 
structures. 


Linear Antennas 


When an electromagnetic wave im- 
pinges on a linear antenna, the tangential 
component of the electric field induces 
charges on the antenna which tend to can- 
cel the incident field. Since these 
charges are free to move, an antenna cur- 
rent results. In a time varying field, 
therefore, these charges are constantly 
in motion and an alternating current flows 
on the antenna and in the load. 


Electric induction on a linear an- 
tenna can be viewed as an array of point 
voltage sources. To obtain the total 
voltage induced on the antenna, all of the 
point sources must be summed (integrated) 
over the length of the antenna. If the 
antenna is short (antenna length < 1/6 
the wavelength of the incident signal), it 
is not necessary to perform the integra- 
tion. In the case of EMP, since it is a 
transient signal containing a wide fre- 
quency spectrum, the antenna length must 
be < 1/6 the wavelength of the highest 
frequency component of interest in the 
spectrum. For typical EMP waveforms, the 
actual physical length must be less than 
approximately two (2) feet. 


Considerable simplification results 
when the EMP coupling structure is elec- 
trically small, since, for such structures 
simple equivalent circuit representations 
are possible. It is essential, therefore, 
to establish appropriate criteria on the 
basis of which it would be possible to 
determine whether or not a particular 
coupling structure, i.e., an antenna, 
electrically small. 


is 


Definitions 
Dee = maximum dimensions of 
coupling structure measured 
from its load terminals to 
the most distant point on 
the structure. 
f. = maximum significant frequency 


component of the EMP spectrum 


, 


Dnax/¢ -- the time it takes 
an EM wave to travel the 
distance Dmax at the velo- 
city of light c. 


Then a coupling structure is electrically 
small if 


(Frequency-domain criterion) 


or 


(Time domain criterion) 
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€Electrically-Small EMP-Coupling Structures 


Loop Antennas 


Loop type antennas can couple to an 
electromagnetic wave through either the 
electric field or the magnetic field. A 
voltage will be induced in a loop antenna 
if a time-varying electric field has a 
component parallel to one of the sides 
of the loop, or a time-varying magnetic 
field component normal to the plane of 


the loop. As stated earlier, a time 
varying magnetic field induces a current 
in a loop antenna such that the magnetic 
field produced by the current opposes the 
applied field. 


As in the case of linear antennas, a 
very simple relationship between the field 
and the induced voltage exists when the 
loop is electrically small, or stated 
another way, the field is uniform through- 
out the area of the loop. For a loop to 
be considered small, its diameter must 
be less than \_._/6. For typical EMP 
waveforms, thi¥*Pesults in a physical di- 
ameter of less than 2 feet for a loop in 
free space. 


Cables 


Cabling may be considered in two 
broad categories: (1) unshielded, and 
(2) shielded. In the case of unshielded 
cables, they may be considered as E and 
B collectors as previously discussed for 
linear or loop antennas. Coupling to 
unshielded cables can also occur through 
an intermediary conversion impedance (2). 


Unshielded Cables may be Considered as: 
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For a cable above, but in proximity 
to the earth, all three interaction mech- 
anisms are present. The height of the 
cable above the earth, the earth para- 
meters, and the parameters of the EMP all 
impact the energy coupled. 


Cable Above Ground 


The magnetic induction (A) , results 
from the flux change between the cable 
and earth. This induced voltage appears 


as an incremental series,voltage source. 
The electric induction (E), results from 
the displacement current which flows be- 
tween the cable and the earth due to the 
stray capacitance. It appears an an in- 
cremental shunt current source. The volt- 
age source associated with the intermediate 
conversion impedance (Z_), results from 
the current flow in the~earth due to its 
finite conductivity. This source appears 
as an additional incremental voltage 

source in series with the load. All of 
these incremental contributions must be 
summed in the proper time-phase which takes 
into account the earth parameters and the 
angle-of-arrival. 


For long runs of cable which run 
over or within the ground, ground para- 
meters as a function of frequency are im- 
portant. Also important for the pickup 
for these long runs is the angle-of-arri- 
val and both the low frequency and the 
high frequency content of the EMP wave- 
form. 


If the cables are buried within the 
ground, the principal pickup mechanism to 
cause current to flow on the cables is the 
common impedance mechanism. Electric and 
magnetic fields cause currents to flow in 
the earth, and the resistance of the earth 
causes a voltage drop to appear along the 
cable. 


BURIED CABLE 


For shielded cables, the shield is 
viewed as a cylindrical shield. The wires 
inside the shield interact with the pene- 
trating fields through the same mechanisms 
(E and H) as the unshielded cables. The 
penetrating fields, however, are altered 
by the shield to reduce the field ampli- 
tude and change the spectral content. A 
form of intermediate conversion impedance 
also plays a role. In the case of shielde 
cables, it is called the surface transfer 
impedance (Z7) and is a characteristic of 
the cable shield. 


Shield Penetration Mechanisms 


Electric : Through Holes ao 
Magnetic : Through Walls and as 
Holes 


Sheath Current: IZ7 Drop 
Along Cables 


Electric field penetration general- 
ly occurs through the apertures or small 
defects in the exterior shield of the 
cable. Electric field penetration is al- 
so associated with connectors which are 
not fully shielded. In addition, the 
electric field is often enhanced at the 
terminations of long exposed cable runs, 
and this contributes greatly to electric 
field penetration effects. 


Electric Field Penetration 


Aperture Penetration 
Through Simple Hole 
or Holes in Braid 
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Magnetic field penetration results 
from aperture coupling and diffusion 
through the shield, especially for thin, 
nonferrous shields. The penetration mech- 
anisms for shields is discussed more fully 
in the shielding section. 


In the case of coaxial cables, the 
interior magnetic field pickup can occur 
because of the asymmetry, A, between the 
idealized position for the center con- 
ductor and the actual position of the 
center conductor as it occurs in the manu- 
factured cable. This asymmetry essential- 
ly results in loops of unequal area and 
therefore unequal voltage being induced. 


Magnetic Field Penetration 


Asymmetry Pickup 


The primary pickup mechanism for 
shielded open wire pair cables is also 
through the B mechanism. The loop in this 
instance is closed by the terminations at 
both ends of the cable. 


Magnetic Field Penetration 


Open Wire Pair a Pickup 


Braid Shield 


Here we see the definition of the 
intermediary conversion impedance between 
the external fields and the inside voltage 
of a particular cable. The surface trans- 
fer impedance is defined as the voltage 
appearing on the inside of the cable on 
a per meter basis due to the current flow- 
ing on the outside sheath. 


Sheath Current Pickup 


€ inside 
T' Isheath 


The surface transfer impedance plays 
a very important role in evaluating the 
cable performance. Transfer impedance is 
important for electric field pickup be- 
cause the E field can induce currents to 
flow on cable runs which are parallel to 
the electric field as illustrated by the 
cable which ‘terminates in a UHF antenna 
mast. Sheath current also flows on in- 
advertent loops formed by cable runs and 
other metallic structures. 


Role of Surface Transfer Impedance 


Cable as 
Pseudo Antenna 


Cable as Quasi-Loop 


The transfer impedance is very im- 
portant and at low frequencies is about 
the same for both braided and solid wall 
outer shields of the same copper content. 
However, in the case of the braid, be- 
cause of the field penetrations through 
apertures, the transfer impedance increases 
with frequency, thereby dramatically in- 
creasing the pickup characteristics of 
braided cable. On the other hand, solid 
wall cable does not exhibit this penetra- 
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tion effect and, therefore, has an improv- 
ing transfer impedance with frequency 
primarily because of skin-effect absorption. 


Surface Transfer Impedance of Braided and : 
Solid Outer Conductor Coaxial Cable 
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There are some favored approaches re- 
garding cables. One favored approach is 
the use of twisted wire cable to minimize 
the B pickup. This twisted wire cable is 
also shielded to minimize the E pickup 
effects. However, the E-field pickups do 
occur with the presence of sheath currents. 
The sheath-current-induced inside voltages 
(common mode pickup) are minimized by the 
use of balanced terminations which, in 
effect, are not connected to the external 
sheath. 


Minimization of Pickup 
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(1) Twisted-Pair Minimizes H Pickup 


(2) Balanced Termination minimizes E- 
Sheath Current Pickup 


The 
can play 
coupling 


terminations and splices also 

a major role in enhancing the 
effects associated with long ca- 
ble runs. In the case of a balanced pair 
within a cylindrical shield, the cable 
should be terminated both for the balance 
and common mode terminations. Small im-— 
perfections along the surface of the cable 
can convert some of the common mode pick- 
up into differential mode pickup and vice 
versa. Thus, if the cables are not proper- 
ly terminated for both modes, the pickup 
and reverberation effects are greatly en- 
hanced. 


Balanced Pair Termination 


z Balanced 


In the case of multi-conductor 
bundled cables, all sorts of undesirable 
effects can be produced by cross-talk ef- 
fects on the terminations. 


Multi-Conductor, Bundled Cable Termination 


In summary, cable pickup mechanisms 
are an extension of E, H and 2, coupling. 
The same holds for shielded cables except 
the effect of the shield must be consid- 
ered. Improper terminations also play a 
major role in the pickup associated with 
cable runs. In the case of very long 
cable runs, time-delay effects become im- 
portant and give added weight to angle- 
of-arrival, earth parameters, and the 
lower or higher frequency content of the 
EMP waveform. 
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Summary for Cable Pickup 


Mechanisms are E. B. and Zz 


Shielding by outer conductor must 
be considered 


Time delay effects become important 


Terminations can contribute to the pickup 


Shielding and Penetration 


As discussed previously, propagating 
EM waves have coupled electric and mag- 
netic fields. In general, whenever you 
have a time-varying electric field, there 
is an associated time-varying magnetic 
field. At low frequencies, however, this 
coupling is relatively loose and electric 
and magnetic field penetration effects can 
be considered separately on a practical 
basis. This separability of the fields 
permits defining the figure of merit (shield- 
ing effectiveness) of a shield separately 
for the magnetic and,electric field pene- 
tration. The inside fields are generally 
the fields in the geometric center of the 
enclosure. The outside fields are those 
fields which would appear at the same 
spatial point as the inside fields with 
‘the enclosure removed. 


Shielding Effectiveness at Low Frequencies 
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At the higher frequencies, the elec- 
tric and magnetic fields must be consid- 
ered jointly. In many instances, the 
power flow is a convenient form of defini- 
tion. In this case, the power flow, in 
the absence of the enclosure, is compared 
to the power flow with the enclosure pre- 
sent. This is somewhat of an unwieldly 
definition and a more appropriate defini- 
nition might compare the energy inside 
the enclosure with the energy in the ab- 
sence of the enclosure being taken as a 
stored energy over a specified volume 
(the volume of the enclosure). 


Shielding Effectiveness at High Frequencies 
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The shielding effectiveness is gen- 
erally presented as a function of frequen- 
cy. This is convenient for many radio 
frequency engineering-type applications 
but forms a major stumbling block in trans- 
lating this rather simple concept into the 
appropriate EMP requirements. 


Shielding Effectiveness Presented as a 
Function of Frequency 
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It must also be recognized that the 
shielding effectiveness often stated is a 
strong function of the measurement method. 
For example, if the shielding effective- 
ness measurement is made with two small 
loops adjacent to the wall, one value of 
shielding effectiveness is obtained. If, 
on the other hand, the shielding enclosure 
is placed within an EMP simulator, another 


. vaLue is obtained. 
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In general, these 
Measures are each self-consistent with 
frequency but can have values which dif- 
fer by as much as 20 or 30 dB. The dif- 
ference between these two measurements is 
the small loop technique only measures 
the shielding effectiveness in a local 
area. The plane wave technique, on the 
other hand, provides for current flow 
simultaneously on all surfaces and thus 
edge and corner effects are seen. The 
small loop measurements are, therefore, 
useful to determine seam leakage, etc., 
and the plane wave for overall structure 
shielding effectiveness. 


In EMP, we are dealing largely with 
plane waves where the transient response 
of the enclosure is important. Thus, the 
amplitude response, as a function of fre- 
quency, must be related to the transient 
response. There are some rather simple 
ways of doing this which will be consid- 
ered in more detail. However, before do- 
ing this, let us consider on a qualitative 
basis how shields actually work. 


Shielding Effectivensss as a Function of Measurement Method 


CW Source 


Field Strength Meter 


Electric Field Shielding 


If a spherical conducting shell is 
placed within a static electric field, 
the free charges in the conducting shell 
will redistribute in accordance with the 
applied field. This redistribution of 
charge will be such as to make the force 
on them zero, or in other words, cancel 
the applied field. These charges reside 
only on the surface of the spherical shell 
and terminate the field lines. 


Under these static conditions, once 
equilibrium has been reached, there is no 
charge flow and perfect electric field 
shielding is obtained. This is the well 
known Faraday Cage effect. 


Faraday Cage Effect: 
Static E Shield 
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Now allow the applied field to vary 
slowly with time (a quasi-static field). 
As in the static case, the free charges 
will redistribute to reduce the force on 
them. However, whereas in the static 
case, equilibrium was reached, in the 
quasi-static case, the charges will al- 
ways be in motion since the field is chang- 
ing amplitude and polarity with time. The 
result is a time varying current flow on 
the shell, and since the shell conductivi- 
ty is finite, a voltage drop results on 
the surface of the shell. If the shell 
wall is very thin, the same voltage ap- 
pears on the inner surface and an electric 
field is established within the shell. 
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A Field Appears Inside if : 


¢ E varies, causes | to flow on surface 
¢ IZ surface potential occurs 


For very thin-walled enclosures and 
at low frequencies, the interior field 
has the same potential as the field on 
the outside of the enclosure. However, 
for higher frequencies and thick-wall 
enclosures, skin-effect mechanisms take 
place which absorb some of the energy. 
This causes additional shielding by the 
mechanism of absorption. 
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At Low Frequencies, Vinside 
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At Higher Frequencies, vss 
Due to Skin Effect or Absorption 
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Typical electric field penetration 
into an idealized shielded enclosure is 
shown here. At very low frequencies the 
charged distribution on the exterior of 
the enclosure is such as to "cancel" the 
induced interior fields, giving rise to 
the Faraday-cage shielding effect. In 
the case of closed ideal enclosures, this 
results in almost infinite shielding ef- 
fectiveness at the very low frequencies. 
Thus, the electric field is very easy to 
shield, even with fairly poor conducting 
materials, On the other hand, if we al- 
low the frequency of interest to increase, 
we find that the electric shielding ef- 
fectiveness decreases with an increase 
in frequency until the absorption losses 
predominate. 


Voutside 


is Reduced 


The first three methods are the more rig- 
orous methods and require the use of nu- 
merical or digital techniques for their 
solution. The computer codes for comput- 
ing antenna and cable response to an EMP 
are maintained for customer use by the 
Electromagnetic and Systems Research Group, 
Lawrence Livermore Laboratory, Livermore, 
CA. 94550. Maintenance of this computer 
code library is an ongoing effort funded 
by the Defense Nuclear Agency. 


Generally, the analysis of system 
response to electromagnetic phenomena is 
divided into two classes: analysis of 
linear systems, and the analysis of non- 
linear systems. We will consider the 
applicability of the analytical techniques 
to these two problem areas. 


4.4 ANTENNA COUPLING ANALYSIS - LINEAR 
SYSTEMS 


If a system is linear, or can be 
approximated to be so, Fourier Transform 
and ac circuit analysis techniques can be 
used, 


Linear Systems 


Antennas 


# Linear 
* Passive 
*# Distributed 


Antenna Loads 


# Linear 


Simple Energy Collectors 


The simplest approach to analyzing 
the antenna coupling in linear systems is 
where the antenna (structure) dimensions 
are small for all wavelengths. Consider 
a short dipole antenna. The equivalent 
circuit for a short dipole is a voltage 
source, a series capacitor (antenna capa- 
citance), and the load. 
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Equivalent Circuit of a Small Dipole 


Zadk €E Co 


=> Vv 


Vaz fe E sing 


ie dt +i Ry 


The response of this circuit can be 
obtained by inspection for the following 
loads: 


qQ|r 


Va = 
a 


HIGH-IMPEDANCE RESISTANCE LOAD 


R, >> L/w, 


L 
then 


Vv, (t) = -h sin 6 et (t) 


LOW- IMPEDANCE RESISTANCE LOAD 


Ry << L/wC, 


then 
i, (t) = -h sin 6 C,ei(t) 


The antenna capacitance, Ca: is given 
by: 


C. = h/ceZ, 
where 
Z = 60 (2-2) [average antenna 
. characteristic im- 
pedance] 
2 = 22n(2h/a) [antenna shape 
factor] 
c = velocity of light 
a = antenna radius 
h = 2& 


e 


The time domain response is approx- 
imately the derivative of the incident 
electric field for the case R, << l/uC.. 


Response of a Small Dipole Antenna to EMP 


RL << I/wlg 
-ipt) 


AhCgSiNG Ep/ te 


—hC,E,, Sin 8 /(t,-t.) 


Approximate EMP Excitation Dipole Response 


Next, consider a small magnetic di- 


pole (loop) in the presence of an inci- 
dent EMP field, In the equivalent circuit, 
L is the low-frequency inductance of the 
loop and is given by: 

L - ugk (2£n (8R/a) - 2] 

for R >> a 
where 

ins permeability of free space 

R = radius of loop 

a = antenna wire radius 


Equivalent Circuit of a Small Loop 


lg Ly 


i 
Y > C )aoAsing Hit) yA 


_ di 2 
Va L qe + iR, 
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The response of the equivalent cir- 
cuit is readily obtainable for the follow- 
ing loads: 


HIGH-RESISTANCE LOAD 


Ry >> wL 
then 
_ ; ai 
V, (t) UoA sin ¢ H (t) 
LOW-RESISTANCE LOAD 
Ry << wh 
5 UGA : i 
i, (t) = 2 sin > H(t) 
or 
of i 
i, (t) = 5 sin » E(t) 


Note that the load impedance does 
not ‘have to be resistive and it may rep- 
resent the input impedance of an electron- 


ic system such as, for example, a receiver * 


front end. The time domain response for 
the case of Ry >> wr is the derivative 
of the applied Magnetic field. For the 
small dipole, the open circuit voltage 
(Ry, >> L/wC,) follows the EMP waveform 
in early time. For the small loop, the 
short circuit current follows the EMP 
waveform. 


Response of a Small Loop to EMP 
RL>> WL 


Hit) vot) 


Approximate EMP Excitation 


Loop Response 


A quick look approximate energy ana- 
lysis can also be performed to determine 
an estimate of the energy dissipated in 
the load. In this case, the concept of 
antenna effective area can be employed. 
The effective area is related to the power 
gain by: 


2 
= AG 
Ag() © Or 
where 
A, (w) = effective area as 
a function of fre- 
quency 
r = wavelength of wave 
G = antenna power gain. 


The effective area for various antennas 
is given below: 


EFFECTIVE AREA OF VARIOUS ANTENNAS 


Effective Area 


Antenna Type 


Isotrophic Radiator 2 fan 
Very Short Dipole 342/80 
Half-Wave Dipole 1.64.7/40 


Large Aperture 100% physical 
Antenna area 
Pyramidal Horn 50% physical 
area 
Parabolic Reflector 50-65% physical 
area 


The solution for an EMP is obtained 
by calculating the energy available at 
the antenna terminals in the frequency 
domain for each significant frequency 
component in the pulse. The total energy 
delivered to the load is then the integral 
(sum) over the frequency spectrum of the 
pulse which can be determined through 
normal Fourier analysis techniques. 


For an antenna placed in the field 
of a linearly polarized EM wave, the power 
available at the antenna terminals under 
conjugate matched conditions for sinusoi- 
dal fields is given by: 


W = PA 
e 


where 
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W = available power (watts) 
P = power density (watts/m*) 
A, = effective area (m2) 


For an EM pulse, the energy available 
at the antenna terminal is: 


a 


Jp = 3 i A, (w) J(w) dw 


-7 


where 
Jp = available energy (joules) 
A, (w) = effective area (m2) 
J(w) = energy density spectrum 


of the pulse (joules /m2 Hz) 


It should be noted that all the avail- 
able energy will be transferred to the load 
only when the load impedance presents a 
conjugate match to the antenna impedance 
over the frequency range where the excita- 
tion has significant components. Such a 
wide band match is physically umrealizable 
and would result in too much of a worst 
case. To accurately calculate the load 
energy, one would need to know the system 
transfer function, An approximation can 
be obtained by making appropriate assump- 
tions. 


Assume a transfer function, T(w), of 
the form: 


2n 


A, (w,) tact Ores (wy - wy) 


T(w) = ¢A,(w,) (0-4) < wo < (wtw,) 
W Fwy 2n 
A, ()) i (w tw) < w 
w, = center frequency of the 
system response 
(w,-w) = lower cutoff frequency of 
the system response 
(w tw) = upper cutoff frequency of 


the system response 


and n determines out-of-band attenuation. 


Under this assumption, the energy 
dissipated in the load is: 


fa site if 
fae pre ig 


The energy available at the load 
will be distributed as shown below: 


Tw) Jw) dw 


LOAD ENERGY SYSTEM ATTENUATION 


Attenuation (toss) 


- + 
WoW, Wy Wotw, 


Frequency —> 


| 6 db/octave 
2 (2 db/octave 


For ideal preselection, the rectangle 
formed by (w_-w ) and (Wotwz) dotted lines 
would be obtained. The case of n = 1 
(6 dB/octave) is considered a worst case 
and the bandwidth chosen is the turning 
range of the system. If additional infor- 
mation is available, a different value of 
mn may be more appropriate. 


Fourier Transform Method 


The response of a linear system to 
pulse or transient excitation can be de- 
termined by the use of Fourier Transforms 
(FT), provided the complex transfer func- 
tions are known over the frequency range 
where the excitation has significant com- 
ponents. 


The Fourier transform pair is defined 
in terms of the following integral ex- 
pressions: 
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F(jw) = [direct 

/., transform] 
f(t) = oa [Forel au [inverse 

ee transform] 


In effect, the direct Fourier trans- 


‘form takes a function from the time domain 


to the frequency domain, whereas the in- 
verse Fourier transform performs a fre- 
quency-to-time domain transformation. 
the Fourier transform pair provides a two- 
way transformation. Note that F(w) is the 
frequency spectrum of f(t). 


| Direct Transform 


Inverse Transform 


In principle, the solution to the 
problem of determining the response of a 
linear system can be obtained by Fourier 
analysis as indicated. Note that the con- 
cept of system transfer function is valid 
only for linear systems. 


Thus, 


In general, the voltage transfer 
function is 


po) 
Ty (w) = E, Ww) (volts/Hz / (volts/m-Hz) 


and the current transfer function is 


Input-Output Retstionships of a Linear System I (w) 


in the Time and Frequency Domains Ty (w) = E, Co) (amps fae (volts/m-Hz) 


The time dependence is then determined by 


{a) Time Response 


T(jw) 


stem ‘ls 7 
Tienares E, (jw) Vp (t) = oa i Ty (w) E, (w) eJ¥ty,, 


Function 
Frequency Response 


(volts) 


and similarly for the current. 


As an example of the FIM, the equiva- 
lent circuit for an antenna is shown in 
the following figure 


This is a flow chart indicating the 
procedure for obtaining the time response 
of a linear system to any excitation us- 
ing Fourier analysis. In most cases, the 
Fourier integrations would have to be 
carried out using numerical techniques 
with the aid of a digital computer. 


Direct Transform 


complex effective length 
of the antenna as a func- 
tion of polar angle 6 

and frequency 


howe) = 


Inverse Transform 


frequency domain repre- 
sentation of the incident 
field 


te 
a 
os 
E 
VY 
ul 


antenna impedance as a 
function of frequency 


N 
fo 
oN 
€ 
Ne) 
U 


2, Cw) = load impedance as a 
: function of frequency 
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I, (w) = load current as a function 
of frequency 
V,(w) load voltage as a function 


of frequency 


The cases which will be considered 
will be for monopole antennas with the 
following load conditions: 


2, = 502 
20, = O (short circuit) 
2 = » (open circuit) 


The antenna configuration is shown 
in the following figure: 


CYLINDRICAL MONOPOLE 


ANTENNA 


The antenna impedance is a complex 
function. For 


sh = 2th < 1.0 
where 
ip fect 
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the theory of R.W.P. King, C.W. Harrison, 
Jr., and D.H. Dentor, Jr., can be applied. 
For ph>1.0, Wu's formulae apply. The an- 
tenna impedance for a representative an- 


“tenna is shown in the following figure. 


Z=AeIX 


Impedance- Ohms 


+— 
6lo 
Frequency 


Collector or Source Impedance 


Assuming a typical incident high al- 
titude EMP waveform, the time histories 
of the antenna load voltage and current 
were calculated using Fourier Transform 
Techniques. 


The time history for the load volt- 
age for Z, = ~, and for antenna lengths 
of 750 meters (f£,. = 100 kHz), and 7.5 
meters (fg = 10 fiz) are shown below. 


Ki) fos 100 KHz 


Open Circuit Voltage - MV 


Time -psec 


Open Circunl Voltage lor a 750 Meler Monopole 


Ips OMHz 


Open Circuit Vollage - KV 


106 200 300 400 500 
- 


Time -nsec 


Open Circuil Yoliage for a 75 Meter Monopole 


It should be noted that these an- The load voltage for the case of 
tennas basically ring at twice their res- Zy, = 50 2 is shown in the following 
onant frequency (damped sinusoid) under figures. 
matched load conditions. The current 
distribution approximates that of a shorted 
dipole in free space under open circuit 
conditions. In the case of the 7.5 meter 
antenna, a capacity effect can be seen. 

This is due to the fact that the antenna 
is electrically short over most of the 
frequency spectrum and acts as a capaci- 


tance. 
The load current for the case of 207 
Zi, = 0 is shown for these antennas in the 
following figures. or {psl00kH2 R= 50 Ohms 
Energy=3.2 X 104 Joules 
12 4) 
> 
2 
| 084 
o 
a 
ph 
S za 
< 5 
~ 80 {o= 100 kHz g 
ae g fe) 
§ = 20 30 
¢ Time - psec 
é -o44 
= - 
£ -as + 
re 
3 Load Voltage fora 750 Meter Monopole 
G 
20 
220.7 Time- psec 
~ 
Short Circuit Current fora 750 Meter Monopole 
4ot 
ot 30} fo? 10MHz R_* 50 Ohms 
Energy «16 Joules 
12 z 20 
s {oz JOMHz 3 | 
ahs 4 D 
5 o8 = 10+ 
= o 
5 > 
Oo ost 100 500 
= eo be — 
3 500 S Time- nsec 
6 9 
= -104 
Fe soa | Time- nsec 
-204 
08 | 
-30+ 
“12+ 
Short Circuit Current for a 75 Meler Monopole Load Voltage for a 75 Meter Monopole 


Again, the antenna ringing at the 
resonant frequency is noted. ; 
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This information can be presented 
in a more useful manner for system hard- 
ening. Of primary interest are the peak 
voltages, rise times, rate of rise, de- 
cay time, and energy for the case of 
2, = 50 a. 

The peak voltage for the case Zy, = 
50 2 as a function of the resonant fre- 
quency of the antenna is shown in the 
following figure. 


Resonant Frequency,Hz 


3 | | 
10° 108 
Peak 50 Ohm Load Voltage, Volis 


As can be seen, the peak voltage is 
a direct function of the resonant fre- 
quency (antenna length). 


The rise time (defined as the time 
for the amplitude of the initial cycle to 
increase from 10% - 90% of the peak value) 
is also of interest for hardening design. 
This is shown for the case of Z 50 
in the following figure. 


L 


Oe 
TOT 


a 


ral 
oo ai a | 


Resonani Frequency, Hz 


' 

L ! | 

10! 10? 108 10% 
Rise Time of SOOhm Load Voltage,nsec 


5 


a 
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As can be seen, the total rise time 
is also a direct function of the antenna 
length as one would expect, since the wave 
is a resonant ringing damped sinusoid. 


Surge protection devices (Section VI), 
however, are primarily sensitive to the 
rate of rise of the voltage. The rate of 
rise as a function of antenna length (res- 
onant frequency) is shown in the follow- 
ing figure. 


10 


Os 


Resonant Frequency, Hz 


5 | | | | 
i 10° 10! 10? 
Rate of Rise of 50 Ohm Load Voitage, kV/ns 


103 


As can be seen, the rate of rise 
(kV/ns) is relatively independent of the 
antenna length. Consequently, surge ar- 
restors must have essentially the same 
response characteristics regardless of 
the resonant frequency of the antenna. 


Of equal importance is the decay 
time of the pulse in order to determine 
the energy coupled into the system. This 
is shown in the following figure for Zr 
50 a. 


108 
z L 
gE 
z = 

ee TE 

5 L 
8 
Ee IS 

108 | | ! 

10° 10! 10? re 104 108 
Decay Time of 50 Ohm Load Voltage, nsec 

Again, the decay time is a direct 


function of the antenna length. 


The total energy dissipated in the 
load, 2; = 50 2, is directly related to 
antenna length (resonant frequency). This 
is shown in the following figures. 


10° 


Resonant Frequency, Hz 


TUT eee] TT al 


ob | | 


10°73 10°? io" 
Energy Dissipated ino 50 Ohm Load, Joules 


Resonanl Frequency,Hz 


\ 
io 

10? 10° 

Energy Dissipaled in 0 50 Ohm Lood, Joules 


4 
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4.5 _ANTENNA COUPLING ANALYSIS 
SYSTEMS 


- NONLINEAR 


If a given system is nonlinear, Fourier 
Transform methods are not applicable and 
one must solve the resultant differential 
equations describing the behavior of the 
system. Sometimes standard circuit ana- 
lysis computer codes, such as SCEPTRE, are 
suitable for this purpose, if the system 
can be characterized in terms of lumped 
parameters, i.e., resistors, capacitors, 
inductors, and controlled sources. Most 
electronic systems are, in fact, nonline- 
ar since they contain such devices as di- 
odes, tubes, transistors, etc. The major 
difficulty is deriving this lumped para- 
meter network. The network must have the 
same transient response as the distribu- 
ted system it is to represent. Both ana- 
lytical and experimental techniques have 
been utilized to obtain the system transi- 
ant response. Having the transient re- 
sponse, standard circuit synthesis approaches 
can be used to define the LPN which would 
produce this response. 


In such cases, standard circuit ana- 
lysis computer codes, such as SCEPTRE, 
CIRCUS, or others can be employed. This 
creates the need for a lumped-parameter 
network (LPN) representation of an antenna, 
which is basically a distributed network. 


Response of a Nonlinear System ustng 
the Lumped-Parameter Network Method 


Antenna Load 


os 
os 


Antenna 


e'(t) Equivaient 
LPN 


load 


Equivalent Circurt Analysis rt) 
LPN Code 


It is to be noted that: 


1) Frequency domain techniques 
are not valid when nonlinear 
elements are incorporated in- 
to a system. 


2) If the lumped-parameter net- 
work (LPN) representation of 
a system is given, standard 
analysis computer codes can 
be used for a nonlinear sys- 
tem. 


A flow chart of the lumped-parameter 


Availability of LPN Representations of Antennas 


Complete tables of element values are available only 
for monopole. dipole and folded dipole antennas. 


These tables take into account antenna dimensions 
and any angle of arrival. 


Tables of element values for other antenna 
configurations are presently under development. 


Tables of element values are also available for the 
ground reflection coefficient. Such tables are used in 


calculating the transient response of antennas in 
Proximity to ground. 


network method for obtaining the transient 


response of an antenna system would be: 
Flow Chart of Lumped-Parameter Network Method 


EMP Polarization Dimensions Angle of Arrival 


Lal 


Antenna Parameters 


Obtain EM Solution 


Synthesize LPN EMP Excitation 


Analyze by 
Circuit Analysis Code 


Solution 


To obtain the lumped parameter net- 
work (LPN) equivalents of the effective 
lengths and impedances for monopole and 
dipole antennas, the expressions given by 
Wu were analytically continued over the 
complex frequency plane, and the poles 
and zeros of these functions were found 
numerically. The Singularity Expansion 
Method (SEM) is one alternative way of 
determining the required poles and zeros. 
From a truncated set of poles and zeros, 
the functions resulting were optimized 


As an example of the use of the LPN 
method, the transient response of an 8 
foot monopole over a perfectly conducting 
ground was computed using both the Fourier 
Transform Method and the LPN Method for a 
linear 50 2 load. These calculations were 
performed for the antenna parameters, angle 
of arrival and incident field shown in the 
figure. 


EMP Excitation of a Monopole Antenna 


if N= 15.0 


h=8ft 


10 20 


Monopole Antenne EMP Excitation 


An LPN representation of this antenna 
is shown. The element values of the cir- 
cuit model have been obtained from avail- 
able tables. 


over finite frequency ranges. Using these 


functions, conventional network synthesis 
procedures were used to find the network 
element values. 


Another alternative approach to 
determining the effective length and im- 
pedence for an antenna would be experi- 
mentally. The experimental data could be 
fit by.again using conventional synthesis 
approaches. 


At the present time, a catalog of 
equivalent circuits only exists for mono- 
poles and dipoles. Effort is continuing 
to develop equivalent circuits for more 
complex antennas. 


Monopole Antenna Equivalent Circuit 


Effective Length Cirouit Impedance Circuit 


ka 


H-8M (244m) Thetas 
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The results of the analysis using 
SCEPTRE are compared to those obtained 
from the Fourier Transform Method. 


FTM vs. SCEPTRE for Monopole Antenna with 50 Qload 


h=B ft. (2.44m) 
Shape = 16.0 
Theta=45° 


— FT™ 
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‘A second example deals with the 
analysis for a nonlinear load. In this 
example, an 8 foot monopole over a per- 
fectly conducting ground is loaded with 
a field-effect transistor (FET) ampli- 
fier. The input trapezoidal pulse is 
limited to a 10 V/m maximum amplitude 
to keep the gate bias reversed, since 
the FET network model is not valid when 
the gate is forward biased. The purpose 
of this example is to demonstrate the 
implementation of SCEPTRE using a re- 
ceiving monopole connected to a receiver 
front end. 


FET-Loaded Monopole Antenna 


Monopole 
Antenna 
Lumped 
Equivalent - 
Circuit 


FET 
Network 


This model of the FET is used 
the calculations. 


in 


Fieid-Eftect Transistor Model(Motoroia no MPF 107) 


a U Yo 
_—— —_— 
0058 +.0887(¥, 2%) a } 


The response of the FET amplifier 
is shown here. 


Output Voltage of FET-Loaded Monopole Antenna with 
10 V m Trapezoidat Pulse Input 
vit) 
2 
AS 
10 


60 100 120 «140 


Time (nanosec.) 


This shows the early time response. 
The ring up is due to the Q of the cir- 
cuit. A similar ring down would be seen 
in late time. 


Parabolic Antenna Example 


The EMP response of a parabolic re- 
flector antenna with a dipole feed has 
been considered. The basic geometry con- 
sidered was a 25 foot paraboloidal antenna, 
6 meters above ground with its axis tilted 
30 degrees with respect to the ground. 


30° 


6 Meters 


Integral equations for the current 
distribution on a parabolic cylindrical 
reflector were derived using superposition 
methods. These integral equations were 
solved numerically using an iterative 
method. As expected, the frequency domain 
focal-plane scattered fields are poorly 
focused for most frequencies of the EMP 
spectrum. This implies that the feed 
antenna sees a practically uniform inci- 
dent field. 


The calculated open circuit voltage 
and load current for this case are shown 
in the following figures for both the 
over ground and free space conditions. 


— —— Physical Optics Solution 


Integral Equation Solution 
a=10 
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TIME HISTORY OF THE OPEN CIRCUIT VOLTAGE, VYoc(t), 
FOR A RECEIVING DIPOLE FEED ANTENNA TO HIGH 
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6 TIME HISTORY OF THE LOAD CURRENT, I((t), FOR & RECEIVING 
DIPOLE FEED ANTENNA IN FREE SPACE “TD HIGH ALTITUDE EMP 


4.6 STRUCTURES MODELED AS ANTENNAS 
Missile in Flight 


A useful model for a missile in flight 
is a short circuited cylindrical dipole 
antenna. For shape factors (%) greater 
than ten (10), the missile can be consid- 
ered as a thin dipole antenna and solved 
by the Fourier Transform techniques. 


The current distribution induced by 
an incident EMP on the surface of a missile 
body can, in principle, be determined on 
the basis of scattering or antenna theory. 
The computational effort required depends 
to a large degree on the analytical model 
and degree of accuracy required. In gen- 
eral, the current density on the surface 
of a missile structure has two tangential 
components (for a perfectly conducting 
surface) which are related through a sys- 
tem of two coupled integral equations. So- 
lutions to such integral equations are 
indeed very difficult and will not be con- 
sidered here. A great deal of simplifica- 
tion results if a cylindrical model for 
the missile structure is chosen. It is 
usually assumed that no circumferential 
currents are induced, which is valid pro- 
vided the diameter of the cylindrical an- 
tenna is less than a quarter wavelength. 

It should be recognized that for structures 
whose length-to-diameter ratio is not large 
(shape factor > 10), the circumferential 
currents can be as large as the axial cur- 
rents. Moreover, first order approxima- 
tions to the current (axial) distribution 
are possible using thin linear antenna 
theory. This antenna theory requires that 


h >> a and 2a/a << l. 


If these conditions are violated, 
the resulting current distribution is ex- 
pected to be only a rough estimate of the 
actual one. Fair agreement (a factor of 
2) in terms of peak current can sometimes 
be obtained. The major discrepancy oc- 
curs in the actual distribution of the 
currents on a complex structure due to 
the superposition of the various compon- 
ents comprising the total current. 


Model for Missile Structure 


EMP Field 
7 


The predicted response of a 12-meter 
cylindrical structure to a 10,000 V/m 
double-exponential environment for broad- 
side incidence are presented in the figure. 
The shape factor of the structure is 2 = 
10.0 which corresponds to a length-to-dia- 
meter ratio of 75.0. As expected, the 
amplitude of the current at the center of 
the antenna is greater than that three 
meters from the center. Otherwise, the 
current waveforms are almost identical. 
Note that the fundamental frequency of 
the current ringing is 11.2 MHz whose 
period is 89 usec and is approximately 
the time it takes a current wave to tra- 
verse the length of the antenna twice. 


Having determined the missile skin 
current, the next step is to calculate 
the electric field on the inside surface 
of the missile skin through its surface 
transfer impedance, as discussed later. 
This surface field may be viewed as a 
distributed source, which excites the in- 
terior of the missile body, resulting in 
voltages and currents appearing at vari- 
ous terminals of electronic equipment. 
The missile skin current also contributes 
to the antenna excitation and can couple 
to the interior via apertures or pene- 
trants in the missile skin. 
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Response of Missile Structure 


2h 12 meters 
Q *10.0 
6 =90° 
Response at Center of Missile 
Response at 1/4 from 
End of Missile 
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Microwave Tower 


An open type microwave tower struc- 
ture can be approximately modeled as a 
fat monopole to calculate the tower cur- 
cent due to EMP. An effective radius 
(ae) can be determined for the monopole 
which depends on the tower geometry. 
Assuming a cylinder (and, consequently, 
ae) that is the same size as the base of 
the tower gives an upper bound on the 
tower current. A lower bound is obtained 
by assuming a cylinder equivalent to the 
size of the waveguide. The difference 
between the upper and lower bounds is 
approximately a factor of 3. 


i 20e 
Microwave 


Tower | 


| |/Equivalent 
Fat Monopole 


MICROWAVE TOWER AND EQUIVALENT 
FAT CYLINDRICAL MONOPOLE (ADAPTED 
WITH PERMISSION OF BELL TELEPHONE 
LABORATORIES) 


To simplify the calculation and de- 
termine an upper bound for the tower cur- 
rent two assumptions are made: (1) tower 


monopole and earth (ground plane) are per- 


fectly conducting; and (2) that the inci- 


dent EMP electric field vector is parallel 


to the axis of the cylinder. The effect 
of these assumptions is to provide an up- 
per bound which is within a factor of 
approximately 2. 


For purposes of analysis, a monopole 
which is perfectly conducting over a per- 
fectly conducting ground plane can be 
considered as a dipole of half-height 
equal to the height of the monopole. 


deg On 
‘ Fat ft 


rt 


2h 
Perfectly ley 
Ground Plane | 5 
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Equivalent Fat Dipole 
In Free Space 


TOWER MONOPOLE AND EQUIVALENT 
FAT DIPOLE (ADAPTED WITH PER- 
MISSION OF BELL TELEPHONE LABS) 


The approximate EMP induced current 
normalized to the dipole half-height on 
a normalized time scale for four shape 
factors is shown. 
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The ringing frequency is approximately 
equal to the fundamental resonant fre- 
quency of the dipole. 


P-3C Aircraft 


Another example of EMP predictive 
modeling has been the P-3C Aircraft. 
Typical modeling of aircraft utilizes 
thin wires. The simplest approxima- 
tion is the wire cross model where the 
fuselage and wings are modeled by wires, 
neglecting the tail structure. 


This was done for a P-3C aircraft as 
depicted below. 


The shape factor used for this ana- 
lysis was 2 = 2 In L/a = 7.0 (a = wire 
radius). The wire radius used was some- 
what smaller than the average occurring 
on the real aireraft due to numerical 
calculation difficulties. This results 
in slightly higher peak currents due to 


the higher Q associated with the smaller 
radius. 


99'6". 


P-3C Aircraft Overall Dimensions 


The wire model and calculated re- 
sponse data are shown in the following 
figure. The data points are located at: 
(1) Point 1 at Z/L = 0.47, (2) Point 2 at 
Z/L = 0.71, and (3) Point 3 at X/L» = 
0.55. The excitation used was a 56 kV/m 
step drive field. 


The analysis was performed using di- 
pole models in free space for each wire 
of the cross wire model. Calculations of 
this type have shown reasonable agreement 
in terms of principal ring frequencies 
and to a lesser, but acceptable, accuracy 
for peak currents and current distribu- 
tions with experimental data. The cir- 
cumferential currents are not predicted 
using the thin wire model approximation. 
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4.7 CABLE ANALYSIS 


As in the case of antenna coupling, 
to determine the load voltage, current, 
or energy due to EMP excitation of cables, 
it is necessary to calculate the current 
voltage distribution on the cable. Depend- 
ing on the cable construction and physical 
configuration, the current distribution 
can be determined by either antenna theory 
or transmission line theory. 


In this section, we will look at sim- 


ple cables and geometries to illustrate 
the analytical methods employed. 


Cables in Proximity to Conducting Surfaces 


In general, for cables in close prox- 
imity (d << i) to a conducting surface 
(i.e., earth or other conducting surface) 
antenna currents can be neglected. Due 
to the reflection from the conducting sur+ 
face in close proximity, the net field at 
the cable for use in antenna theory is 
nearly zero. The cable current (for un- 
shielded cables) or the sheath current 
(for shielded cables) is totally due to 
transmission line currents. 


Nature of Current Distribution on Cables 


Total Sheath Currents 
I(x)-I,+I, 

I," Antenna Current 

I, » Transmission Line Current 
I, sO for d>>X 

I,80 for d<<ad 


Horizontal Cable Over Ground 


The transmission line equivalent 
circuit of a small cable section over a 
finitely conducting ground plane is shown 
in the figure. 


Incremental Equivalent Circuit of a 
Horizontal Cable Configuration 


Eg «Tangential Electric Field at the 


Surface of the Earth with 
No Cable Present 


The transmission line equations are 


given by: 


where 


Tk 


ae) = Zi) ea Ey = Ee 
al(x) = YV(x) - Ip 
ax 


cable impedance per unit 
length in proximity to the 
ground plane 


= cable admittance per unit 
length in proximity to the 
ground plane 

tangential electric field 
at the surface of the 
ground plane and in the 
absence of the cable 


= voltage at point x due to 
incremental sources 


current at point x due to 
incremental sources 


incremental voltage source 


= incremental current source 


It is to be noted that in this for- 
mulation antenna currents have been neg- 


lected. 


ash 


If the incident EMP field is known, 
the point-source generators shown can be 


evaluated by 


Ip x) 


Ep (x) 


The transmission line equations are 
solved for a point voltage and current 
generator located at some general point 


x 


—& along the cable. 


The result will 


give the Green's function solution, G(x, 
to this problem for prescribed loading 


conditions (Za, Zp). 


Then the total cur- 


rent, I(x), at any point along the cable 


is obtainable by use of the superposition 


integral: 


I (x) 


+ 


where 


Gy (x, &) 
Gy (x, &) 


L 


L 


i G(x, &) I, (6) dé 


L 
[ SyG8) Bp + BoE) 
° 


oe) 


= Green's function due to 
a point current source 


Green's function due to 
a point voltage source 


= length of cable. 


The Green's functions are the solu- 
tion of the transmission line equations 
for a point voltage source or current 


source at a point "&" on the line. 


The 


f), 


ion 
ay 


total current on the line is then the sum- 


mation (integral) of the contributions of 


each of the point sources. 


A typical time history of the current 
in a long cable above ground is shown in 
the figure. This waveform was produced 
for a vertical electric field at a graz- 
ing angle of incidence. The time history 
exhibits a high-amplitude spike with a 
long decay (tail). This indicates the 
low-frequency pickup is highly important. 
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Cables in Proximizy to a 
Non-Conducting Surface 


For cable runs which are close to 
non-conducting surfaces, or far removed 
from conducting surfaces, the transmission 
line currents are quite small (negligible) 
compared to the antenna currents. 


To determine the sheath current for 
shielded cables, or the pickup by un- 
shielded cables (single wires), the cable 
can be viewed as an equivalent dipole. In 
this case, the antenna analysis discussed 
previously, can be used to determine the 
current distribution. 


Nature of Sheath Current Distribution on Cables 


TOOTS 


1,0 


Vertical Cable Over Ground 


4-35 


If the antenna current distribution 
on a cable configuration is not available 
from antenna theory, the transmission 
line approach may be used to calculate the 
approximate current distribution. This is 
based on the close analogy that exists be- 
tween wire antennas and transmission lines. 
This analogy is shown in the figure. 


Sheeth Current Distribution in Cables Using 
Transmission Line Analogy 
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Incremental Length of Cable 


Buried Cables 


For buried cables, the principal pick- 
up mechanism to cause sheath currents is 
the common impedance mechanism. Electric 
and magnetic fields cause currents to flow 
in the earth, and the resistance of the 
earth causes a voltage drop to appear along 
the cable. 


Buried Coaxial Cable 


Time-phased Driving 
OOOO Voltage 
ZL 


vOO 


For buried cables, the current in- 
duced is obtained from a transmission line 
model in which the soil surrounding the 
cable is the return conductor. To model 
this configuration as a transmission line, 
it is necesaary to have the characteris- 
tic impedance (Z,) and propagation (y) of 


the cable. Thesé are given by: 
y = Vay 
25 = VZ/¥ 
Z = Ze +2, + jul 
Y = jut Y_/juC + Y 
j g/d g 
where 
Zg = soil impedance 
2, = cable impedance 
jwL = inductive reactance of 
insulation gap 
jw = capacitive reactance of 
insulation 
e = soil admittance. 


For near surface burial (a few meters) 
the incident field is approximately that 
at the earth's surface. For deep burial, 
the propagation loss in the earth must be 
taken into account. The surface field or 
transmitted field can be determined from 
the reflection and transmission coeffi- 
cients, given in a later section, and the 
earth propagation constant. 


Depending on the angle of arrival, 
the incremental voltage drops appear to 
be progressively excited along the cables 
so that a time-phased effect of the driv- 
ing voltage must be considered. In the 
case of a tangential angle of arrival 
with the direction of propagation paral- 
lel to the axis of the buried cable, 
there is a tendency toward a traveling 
wave buildup of the sheath current or the 
cable as the wave progresses along the 
cable. Fortunately, in general, this is 
counteracted by the differences in propa- 
gation time in the earth and in the wave 
above the earth. The peak amplitude and 
energy are greatly reduced by earth ab- 
sorption. Due to the earth parameters, 
the time history of the current in the 
cable (deep burial > 10 meters), indicates 
the primary pickup is low frequency and 
of low amplitude. 
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Surface Transfer Impedance for 
Shielded Ca5les 


Once the sheath current distribution 
is known, the voltage induced into a shield- 
ed cable because of imperfect shielding 
can be calculated. 


The shielding effectiveness of a 
cable can be represented quantitatively 
by surface transfer impedance, which re- 
lates the sheath current flowing on the 
cable shield to the voltage drop per unit 
length (surface electric field) appearing 
at the inner surface of the shield. 


A current, I,, flowing on the outer 
sheath of the cable causes an incremental 
voltage drop, AV, to appear across an in- 
cremental length, Ax, on the inside of 
the sheath. This voltage is given by 


AV = ZT, (x) Ax 


where Zp is defined as the surface trans- 
fer impedance of the cable. The surface 
transfer impedance is determined by the 
construction of the outer shield. Ana- 
lytical expressions are available for sol- 
id-shell and braided coaxial cables. Since 
braided cables present a geometry that is: 
quite difficult to analyze in detail, their 
transfer impedance is most easily deter- 
mined experimentally. 


Definition: Transfer Impedance for a Coaxial Cable 


AvVW:I@A xZy 


Before presenting expressions for 
the surface transfer impedance of a solid- 
state coaxial cable, it is useful to con- 
sider the problem qualitatively. In the 
limit of zero frequency, a current flow- 
ing on the outer shell of a coaxial cable 
will see the de resistance of the shell. 
At very low frequencies and thin wall 
shields, there is little attenuation due 
to skin effect. Therefore, at zero fre- 
quency, the voltage drop appearing inside 
the shell will be the shell current mul- 
tiplied by the de resistance of the shell 
given by 


_ 1 
Rac oo oes ohms /meter 


for thin-wall shells, where 


o = the conductivity of the 
outer conductor 

t = the thickness of the out- 
er conductor 

b = the inside radius of the 


outer conductor. 


As the frequency of the shell current is 
raised, less and less of it will pene- 
trate the shell, and thus one would ex- 
pect the surface transfer impedance of 
the solid-shell coaxial cable to become 
smaller. 


Schelkunoff has developed an approx- 
imate expression for the surface trans- 
fer impedance of a solid-shell coaxial 
cable using the assumption that the thick- 
ness of the shell, t, is much less than 
its inner radius. It is of the form 


z = in for t << b 


21 vYbe sin h (Tt) 
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n = intrinsic impedance of the 
shield 

T = propagation constant of the 
medium 

c = outer radius of outer con- 
ductor 

b = inner radius of outer con- 
ductor. 


Surface Transfer Impedance of Braided and 
Solid Outer Conductor Coaxial Cable 
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The figure also shows the surface 
transfer impedance for a typical coaxial 
cable with a braided outer conductor. Note 
that at low frequencies, i.e., less than 
1 MHz, the behavior tends to follow that 
of the solid outer conductor, and at zero 
frequency the surface transfer impedance 
is given by the de resistance per unit 
length of the wires that make up the braid. 
Above about 2 or 3 Mhz, the surface trans- 
fer impedance begins increasing with fre- 
quency. Kruegel investigated braided 
coaxial lines in great depth. He found 
that this high-frequency behavior was 
strongly influenced by details of the braid 
construction -- optical covering factor, 
number of carriers, and braid angle to 
name three important factors. These fact- 
ors determine the size and shape of the 
holes in the braid and, thus, the magni- 
tude of the magnetic fields which can 
fringe into the interior of the cable. It 
is apparently these fringing fields which 
determine the high-frequency behavior of 
the cable. 


Based on experimental results, the 
surface transfer impedance for braided 
shell coaxial cables is characterized by 
a diffusion term representing diffusion 
of EM energy through the metal and an in- 
ductance term representing penetration of 
the magnetic field through the holes. 


where 


Zn = diffusion term equal to 
the de resistance of the 
braid per unit length at 
low frequencies 

M5 = the leakage mutual induc- 


tance of the braid per 
unit length (may be posi- 
tive or negative). 


The diffusion term, Zp is given by 


Zp = 


where 


a BAZ A AN 


4 4 CHET) 8/6 
einh Cit+j) d/7é 


——--—--- 
td” NC oo cosa 


mutual inductance term is given 


mo (1 - K) 3/2 + 
6C 

e” fo) 
CE a < 45 
E(e) - (l-e%) K (e) 


tHo (1 - K) 3/2 + 
6c 


a > 45° 


= optical coverage 


‘= number of carriers 


= number of ends 
= diameter of individual wires 


= weave angle 
1 = 
= skin depth = Ynfyo 


= wire conductivity 


= free space permeability = 


an x 107? 


= complete elliptic integral 
of the first kind 


complete elliptic integral 
of the second kind 


= 4/1-tan*o a < 45° 
Siesta ae ys? 


These expressions have been. found to be 
very accurate at low frequencies (d/é << 1) 
and accurate to within a factor of 3 or 
less at high frequencies (wM,, >> [Zp |) - 


Several coaxial cable types have 
been investigated to determine their sur- 
face transfer impedance. The results for 
two of the more common cable types are 
given below: 


Cable Resistance Inductance 
Type (ohms/n) (Hz/m) 
-3 -1 
RG-8A/U 4.5 x 10 + 8.75 x 10 
RG-9A/U 3.2 x 107° ey ae ae hes 


EMP Response of Typical Cable 


We will now consider an example of 
EMP penetration into a coaxial cable. 
Let a coaxial cable be exposed to an in- 
cident field, E., parallel to its axis. 
With the outer Conductor considered as a 
linear antenna, the external incident 
field induces an axial current distribu- 
tion on this conductor. If the current, 
I,(x), is known as a function of x, the 
coupling into the cable can be repre- 
sented by a continuous distribution of 
incremental generators each with voltage 
Zplg (x) dx, where Zp is the surface trans- 
fer impedance of the cable shield. To 
determine the current distribution in- 
side the cable from which the load current 
through Z, can be obtained, it is neces- 
sary to have expressions for the current 
and voltage at any point on the line 
with arbitrary loads (21, 29) for an 
arbitrary location of a series point gen- 
erator; this is the Green's function so- 
lution to the problem. Then, by the 
superposition integral, the current dis- 
tribution due to a voltage source dis- 
tribution is readily obtained. 


Loaded Coaxial Cable in an 
Incident Electric Field 


Coaxial Cable 


Ground Plane 


Let a section of the line h be term- 
inated in Z, and 29, and Vj(x,&) and 
I, (x, &) be the Gottace aad current at 
point x when a point source, Vg = ZpIs(&) 
d=, is impressed at x = € in séries with 
the line. Note that this transmission 
line corresponds to the interior of the 
coaxial cable. The voltages and currents 
in this line are given by Schelkunoff. 
Let the current Green's function be ex- 
pressed as: 


G(x, &) Ty (x,&) 


Then by the superposition integral 


h 
1m) = [ Gy(x,6) 1,(E) a6 
° 
and 
I(o) = I, = 


h 
uf G,(0,£) T,(E) dé. 


In order to perform this integration, the 
sheath current distribution, I_(&), must 
be known. Since the shield (ofter con- 
ductor) of common coaxial cables satis- 
fies the conditions of linear antenna 
theory (h/a >> 1, 2a/A << 1), it may be 
treated as an unloaded receiving antenna 
in a uniform field. The total axial cur- 
rent (sheath current) distribution is 
approximated by the following expression: 


cosg— - cosgh 


T(E) = T, (0) - cosgh 
where 
8 = propagation constant of 
the medium surrounding 
the antenna (cable) 
I, (0) = “hoE; Go) /2a, 


In this relationship, he is the 
effective length of a monopole antenna 
of physical length, h, and Z4 is its in- 
put impedance. In the equation concern- 
ing the frequency-domain transfer function, 
the current in the load, Z,, is related 
to the incident electric field E+(jw), 
the time history of the load current is 
determined by taking the inverse Fourier 
transform. Let : 

1, () Tepe) + j 116) 
be the spectrum of the load current decom- 
posed into its real and imaginary parts. 
The time history of the load current is 
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then 
wW 


c 
af [Tp () cos wt - 
ro) 


lr (w) sin wt]dw 


i, (t) 


where, in obtaining the second part, use 
has been made of the relation I, (jw) = 
I; (-jw), which is the case for any time 
invariant, linear system. The radian cut- 
off frequency, ue, is used for computa- 
tional purposes and is determined on the 
basis of the high-frequency content of 
the excitation pulse. For example, the 
highest significant frequency contained 
in a Gaussian pulse is usually taken to 
be f£. = 2.6 £1, where fy = 1/2nty and ty 
is a measure of the pulse width, (t, = 
0.4246 t, where ty is the pulse width at 
the half amplitude points). Numerical 
techniques may be used to integrate this 
equation with the aid of a digital com- 
puter. 


Transmission Line with a Voltage Point Source 


Ss 
i) 


The description of the incident elec- 
tric field pulse assumed here is a Gaussian 
pulse of unit amplitude and of width t, = 
100 nsec at 1/2 amplitude point. It is 
given by the expression 


2 
e.(t) = exp - -—7z 
i ore 
l 
where t, = 0.4246 tw sec is a measure of 


the pulSe width. 
pulse described is 


The spectrum of the 


2 
E,(jw) = we exp = a 
. 1 


al 


€ 
No 


where wy Qnty 1/t z rad/sec. For this 
example, a 25-meter RG-8A/U and a 25- 

meter RG-9A/U cable were considered. The 
electric field vector was parallel to the 


axis of the cables and broadside incident. 


The pulse width assumed corresponds to a 
cutoff frequency fo 9.75 MHz. 


The transient response of the load 
current was obtained numerically for the 
following special cases: 


Case IL 


RG-8A/U Cable 


h = 25 meters 
C3. = 100 nsec 
24 = Zo = 50 ohms 
Zo = 0 
Case II 


RG-9A/U Cable 


h = 25 meters 
t = 100 nsec 
W 
24 = 25 = 50 ohms 
Z5 = 0 
Case LILI 


RG-8A/U Cable 


h = 25 meters 
t = 100 nsec 
wW 
aT = 25 = 50 ohms 
25 = fe) 
Case IV 


RG-9A/U Cable 


h = 25 meters 
t = 100 nsec 
W 
21 = Z5 = 50 ohms 
Zo = 0 
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Shown are the time histories of the 
load currents for Cases I and II for a 
Gaussian pulse whose amplitude is 1V/m 
defined previously. Note that the time 
scale is normalized with respect to the 
pulse width. The results indicate that 
the ringing of the transient response is 
mainly due to the fundamental resonant 
frequency of the cable when viewed ex- 
ternally as an unloaded scattering antenna. 
The fundamental period of current oscilla- 
tions is determined by the time it takes 
the current wave to travel four times the 
cable length, with the propagation velo- 
city of free space. 
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Time History of Load Current - Case I 
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The time histories for Cases III and 


IV are shown here. 
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4.8 SHIELDING ANALYSIS 


There are about as many analytical 
approaches to calculating shielding ef- 
fectiveness as there are shielding engi- 
neers. In general, the rigorous approaches 
involve some simplifying assumptions 
which are sometimes pertinent to the EMP 
problem area. In this case, they assume 
the conductivity of the shield to be such 
as to permit first solving for the cur- 
rent distribution on the exterior of the 
shield, as we have done in the previous 
sections. It also assumes that the 
shield is reasonably good so that any 
equipment configurations inside the shield 
are not a dominant factor. 


Thus, the shielding approaches have 
been boiled down to the three basic 
groups; exact approach based on scatter- 
ing theory, approaches which involve some 
implicit assumptions which can be shown 
to give rise to the lumped circuit approx- 
imation, and the Schelkunoff plane wave 
approach which gives rise to the so-called 
transmission line equivalent. The rigor- 
ous or lumped-circuit approximation ap- 
pears to be a satisfactory approach for 
most EMP-type shielding applications. 

It does tend to break down where the con- 
ductivity of the wall material is low; 
for example, the conductivity of coke or 
wall material made out of seawater. 


Scattering theory 


Lumped-circuit approximation 


Plane wave, transmission 
line equivalent circuit 
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Scattering Theory Solutions 


For simple geometries such as spher- 
ical, and cylindrical shells and parallel 
plates, scattering theory solutions have 
been obtained. These are presented in 
the form of transfer functions as a func- 
tion of frequency. 


Based on the exact scattering theory, 
for frequencies greater than a few Hertz, 
the transfer function for magnetic field 
shielding is of the form: 


Hy, ©) 
T,,(w) = 
H He, ©) 
and is given by: 
T,, (w) 1 
H k5b 
cos (k,d) = Sa sin(k,d) 
u = 2nf 
f = frequency of incident field 
k iz (uo /u)kob 
ky = joe - SE 
= —— skin depth of 
Be ae ENG material 
d = thickness of enclosure walls 
yy = permeability of free space 
u = permeability of enclosure 
walls 
ey = conductivity of enclosure 


walls 


The factor "b" in the equation is a geo- 
metric variable that characterizes differ- 
ent enclosure geometries as follows: 


b = the separation distance be- 
tween plates for large area 
parallel plate shields 

b = the radius for cylindrical 
enclosures 

b = 2/3 the radius for spherical 


enclosures 


At high frequencies, where the wall thick- 
ness is greater than the skin depth 
(d > 6), the transfer function reduces to 


At low frequencies (d < § 


) the magnetic 
shielding becomes 


™©) = |p | 


jadoub 


The transfer function for electric 
field shielding is given by: 


2 (k,b)? 
Te) = Rsin kd 
k, = 20/d 
AX = wavelength of impinging 
field 
for d > 6, high frequencies: 
9 we be A/6 
Tp (w) 2 
v2 06 
= 10° 7/360 farads/meter 


for low frequencies, d< 6: 


9we_b 
waaOrs 
4od 


Ty) 


A conservative approximation for 
other geometries (cubes, rectangles, 
etc.), modeling a structure as a sphere 
with b being the minimum dimension of 
the enclosure is good practice. 


Low Frequency Lumped Circuit Approximation 


The very low frequency magnetic 
field penetration characterization for 
a sphere is given in the form of an R-L 
circuit. The shield is regarded as a 
good antenna with inductance L. The 
Thevenin equivalent voltage generator is 
equal to the magnetic field intensity 
incident on the shield. The various 
circuit parameters are related to the 
parameters of the spherical shell: 
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9 
a = radius of sphere 
d = wall thickness 
o = wall conductivity 
u = free space permeability 
n = equivalent number of turns 


(this cancels out in the final 
expression for shielding 
effectiveness). 


R 


H) (1) = i(1) R 


ANALOG CIRCUIT CHARACTERIZING SHIELDING 
EFFECTIVENESS OF SPHERES 


Using the circuit approximation, the 
time history of interior field with a 
Gaussian pulse of 120/17, amperes/meter 
peak amplitude incident on the shield was 
calculated. The shield was an 18 inch 
radius, 1/16 inch wall thickness aluminum 
sphere. The calculation, using the cir- 
cuit approximation, was compared to one 
using exact scattering theory. 


The early time~history of the inter- 
ior field is shown in the figure. The 
maximum interior magnetic field intensity 
is proportional to the integral of the 
incident field. This maximum interior 
field is reached with a rise time approx- 
imately equal to the incident field dur- 
‘ation. 
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An exponential decay describes the 
long time response after the initial 


rise. The decay time constant is R/L. 
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LONG TERMHISTORY OF THE MAGNETIC FIELD INTENSITY 
AT THE CENTER OF AN SB-inch ALUMINUM SPHERE WITH A 
1716-inch WALL 


The very low frequency electric 
field penetration characterization for a 
sphere is given in the form of an R-C 
circuit. The shield is regarded as a di- 
pole antenna with effective height he and 
capacitance C. The Thevenin equivalent 
voltage generator is proportional to the 
electric field intensity incident on the 
shield. The various circuit parameters 
are related to the parameters of the 


shield was calculated. 


spherical shield: 


a = radius 
d = wall thickness 
o2..= wall conductivity 


The electric field at the center of the 
sphere is proportional to the voltage 
across R.- 


C=37e,0 : 


V=hgEft)20E (t) 


For 8>>d and 2oqd , w 
34 


VERY LOW FREQUENCY ELECTRIC FIELD 
PENETRATION CHARACTERIZATION 
FOR A SPHERE 


Using the low frequency circuit ap- 
proximation, the time history of the in- 
terior field with a Gaussian pulse of 1 
volt/meter peak amplitude incident on the 
The shield was an 
18 inch radius, 1/16 inch wall thickness 
aluminum sphere. The calculation using 
the circuit approximation was compared to 
one using exact scattering theory. 


1.4 
L2 (Inside (8" radius, 
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TIME HISTORY OF THE ELECTRIC-FIELD INTENSITY AT 
THE CENTER OF A SPHERE 


Apertures 


Obviously, if the enclosure has 
holes, this provides a means for the ex- 
terior fields to leak into the interior. 
Typically, if we assume the enclosure 
aperture to be very small.compared to 
the general size of the enclosure, the 
effect of a small aperture can be calcu- 
lated. In this case, a magnetic dipole 
is assumed to appear in the aperture hole 
which is polarized in such a way as to 
cancel the exterior current flow. How- 
ever, since this dipole is coupled both 
to the exterior and interior, this pro- 
vides a source of interior fields which 
tends to fall off at the low frequencies 
inversely proportional to the cube of 
the distance away from the aperture. In 
the case of real enclosures, the effect 
of the enclosure walls must also be con- 
sidered. 


Falls Off~R° 


) _ he 


Bucking Magnetic Dipole 
Caused by Hole is 
Inside and Outside 


For a plane wave incident on the 
structure, both the electric and mag- 
netic fields will penetrate. The EMP 
propagation is in a direction parallel 
to the shielding plane. The geometry 
is depicted in the figure. The pene- 
trating fields are given by: 


E.. = 2/31 (29 E, cos 6 

Eg = = @? E, sin 6 
-E, = 0 

He 9S = (a)? H, sin ¢ sin 8 


dew Des Span 
H = ae i) Hy cos 9 


inn) 
tt 


2 a. > F 
ar S&S Ho sin ¢ cos 6 


E E E, = internal electric field 
components in spherical 
coordinates 


H H H, = internal magnetic field 
components in spherical 
coordinates 


a = radius of the aperture. 
In analysis of non-cir- 
cular apertures, "a" 
should be set equal to 
1/2 the largest dimension 
of the opening under 
consideration 


radial distance from 
the point in the en- 
closure at which the 
field strengths are to 
be determined to the 
center of the hole. 


ry 3= 


Window, 


Hatch, 


PENETRATION OF ELECTRIC AND MAGNETIC FIELDS THROUGH 
A CIRCULAR HOLE 


Special Problems 


There are many special problems which 
we have not covered in this very brief 
discussion on shielding. As mentioned 
previously, there is a problem using the 
so-called rigorous or lumped-element ap- 
proaches, wherein the parameters of the 
wall material are quite comparable to the 
ground parameters. Another case not con- 
sidered, but one that must be considered 
in any shielding, is the collection of 
the additional current arising from at- 
tached cables as illustrated here. Ob- 
viously, we can get a lot more penetration 
if an exposed cable runs through an other- 
wise shielded enclosure. 


Special Problems 


Added Surface 
Currents from 
Attached Cables 


I Cable Running 
I I through Enclosure 
Tie —»? —! 


The mesh or loop-type shielding is 
valid only up to the point wherein the 
circumference of the loop is significant- 
ly smaller than the wavelength. Where 
the circumference of the loop is larger 
than the wavelength, various distorted 
types of penetration can occur, such as 
illustrated here. 


We also have a multi-point ground 
problem. In many instances it is nec- 
essary to ground equipment to the walls 
of the enclosure at different points. If 
the inside wall of the enclosure is used 
as a return current path, serious prob- 
lems may occur and may arise from lack 
of symmetry in the conductivity in con- 
struction of the wall enclosure. Specif- 
ically shown is the effect of seam 
resistance. If this enclosure is exposed 
to exterior fields, currents will flow 
on the outside of the enclosure. Due to 
the seam imperfections, a voltage drop 
occurs both on the outside and inside 
near the seams. This voltage drop can, 
in turn, then be injected into the cir- 
cuits via a common ground or common im- 
pedance. 


Special Problems 


High Frequency Penetration 
Through Mesh Wall 


Mutti-Point Interior 
Ground and Bad 
Seams 


As mentioned in the previous section, 
field enhancement also plays a major role 
in coupling. The enclosure itself can al- 
so enhance the fields, especially near 
corners and edges. 


For certain situations, saturation 
and nonlinear effects of the wall mater- 
ial may be important. However, if the 
wall is designed of ordinary cold-rolled 
steel, copper, or aluminum and is of suf- 
ficient thickness to begin with, this, in 
general, is not a problem for the radiated 
or more distant fields. 


Special Problems 


Current and Voltege 
Concentrations at 
Corners and 

Edges 


Saturation and 
Nonlinear 


Considerations 


Reflection and Transmission of I:M Waves 


To determine the response of an under- 
ground coupling structure to EMP, it is 
necessary to first calculate the sub-sur- 
face EMP fields in the absence of the 
structure. An approximate method for cal- 
culating the transmitted EM fields into 
the ground is to assume a plane surface 
and use ray theory in conjunction with 


appropriate boundary conditions. Consid- 
er now a vertically (E field in the plane 
of incidence) polarized EMP plane wave 
incident on the earth's surface at an el- 
evation angle yp. 


Reflected and Refracted Waves at 
the Air-Ground Interface 


It can be shown that the ground 
reflection coefficient for the vertical- 
ly polarized case is given as:, 


: Er (e,.-jx) siny - v(e,-jx) - coe 


R= = 


Vv EL 
(e,-jx) siny + ¥(e,-35x) - e087 


where _ 
aj 
Rae oie 
° 
g = ground conductivity 
e. = relative dielectric constant 
of ground 
» = elevation angle. 


The transmission coefficient is defined 
as: , 


c 
T. eee 
L 


7 sin 
Vv = (1-R,)) 


ies] 
a=) 
i) 


The geometry for the case of hori- 
zontal (E field normal to the plane of 
incidence) polarization is shown in the 
following figure. 
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Medium! 


Medium 2 


REFLECTED AND REFRACTED WAVES-- 
HORIZONTAL POLARIZATION 


The reflection coefficient for this 
case is given by: 


; E. siny -\ fle, -5®) - ae 
i ne 


siny + (e,-jx) - cos-y 


and the transmission coefficient is 


Tyr pe oR 
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The voltage across and the current 
through the junction as a function of 
time when a high amplitude transient is 
applied as a reverse bias usually ex- 
hibits a high voltage, low current char- 
acteristic. When thermal second breakdown 
occurs, the case when the junction fails, 
the voltage suddenly decreases and the 
current rapidly increases. 


VOLTAGE-CURRENT TRACES FORA 
SEMICONDUCTOR JUNCTION UNDER 


AN APPLIED REVERSE VOLTAGE PULSE 


Voltage 


Current 


t 


No Fanure Failure 


It has been observed that the occur- 
rence of thermal second breakdown, which 
is an energy dependent process, repre- 
sents the point of incipient permanent 
damage for semiconductor devices at sub- 
microsecond pulse conditions. That is, 
once a thermal second breakdown is ini- 
tiated with some additional amount of 
energy being further dissipated in the 
device, a permanent damage condition re- 
sults. For most semiconductor devices 
investigated, device degradation after 
second breakdown was a result of junction 
damage, i.e., realloying of the material 
or the formation of a melt channel. How- 
ever, for some devices, a low voltage- 
high current mode of operation was observed 
due to the migration of contact metaliza- 
tion through the junction thus forming a 
metallic short. Depending upon the de- 
vice, either of these phenomena could 
possibly occur initially, thus precipi- 
tating device failure. 


Another reverse bias failure mode 
which has been observed on occasion in 
transistors is that of current mode 
second breakdown. Basically, the effect 
is initiated by relatively high material 
current densities under the emitter dur- 
ing collector to base junction reverse 
pulsing resulting in a forward bias on 
a portion of the emitter. When this 
bias becomes sufficiently high, the de- 
vice becomes unstable and is switched to 
a low impedance, low sustaining voltage 
mode of operation. 
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The occurrence of the current mode 
second breakdown phenomenon in itself 
generally has not been observed to result 
in permanent damage. However, if the 
resulting low impedance currents are not 
sufficiently limited, then local hot spots 
form and the resulting failures are pro- 
duced in a manner similar to that of 
thermal second breakdown. 


The forward biased junction vulner- 
ability to pulsed electrical energy can 
be understood by considering some of the 
basic concepts associated with thermal 
second breakdown. That is, device de- 
gradation is a direct result of essential- 
ly similar melting and realloying reactions 
at various current constriction sites 
within the junction. The significant 
fact here is that due to the relatively 
lower junction voltage at forward bias 
conditions, a correspondingly higher 
current than that for the reverse direc-~- 
tion is required to reach the critical 
failure energy. This larger current, 
in turn, results in a significant voltage 
drop being produced in the bulk material. 
Hence, a higher energy input is generally 
required as far as the device terminals 
are concerned, thus producing much of 
the apparent decrease in failure sensi- 
tivity observed experimentally. Again, 
since a‘relatively low initial impedance 
condition exists, the dramatic switching 
associated with thermal second breakdown 
would not generally be observed. 


In addition to the single junction 
mechanisms, another failure mechanism 
in transistors is possible due to its 
multijunction nature. This mechanism is 
called punch-through. The width of the 
depletion region at a reverse-bias 
junction will increase as the voltage 
across the junction increases. Since 
the collector-base junction of a tran- 
sistor is usually reverse biased and of 
small width, it is possible for the de- 
pletion region to extend throughout the 
width of the base which effectively re- 
sults in a short circuit. Under these 
conditions, the resulting current may be 
sufficiently large to damage the junction. 


base 
emitter depletion region 
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Thermal Failure Model 


Many different microscopic mechanisms 
may contribute to semiconductor failure. 
However, most of these mechanisms have 
been found to be linked primarily to the 
junction temperature. Therefore, in 
Most cases,the treatment of the problem 
can be reduced to a thermal analysis. 


The worst case as far as achieving 
high temperatures in the junction is when 
one considers that all of the power dissi- 


pated in the device occurs in the junction. 


This corresponds to the situation where 
a high-voltage pulse of reverse polarity 
is applied to a junction with a high re- 
verse voltage breakdown. When the ava- 
lanche breakdown occurs, almost all of 
the applied voltage is dropped across 
the junction and only a small percentage 
is dropped across the bulk material (ex- 
cept for a very short pulse on the order 
of 10 to 100 nanoseconds or less where 
the high current required for failure 
causes more voltage drop across the bulk). 


THERMAL FAILURE MODEL 


electrical model of — 
semiconductor junction 
for reverse voltage mode 


thermal mode! of 
semiconductor junction 
for reverse volfage mode 


t 
plane thermal 
energy source 


The thermal model for pulses be- 
tween 100 nsecs and 1 millisec is based 
on the following assumptions: 


e The heat is generated at the 
junction 


e The junction is planar 


e The silicon material on either 
side of the depletion layer of 
the junction extends out-in- 
finitely. 


Then the one dimensional heat equation 
can be used to solve for the junction 
temperature. 


where 

K = the thermal conductivity of 
silicon (W/Cm°K) 

T = the temperature (°K) 

x = position measured from the 
planar heat source in Cm 

P = pease | of the silicon 
(gm/Cm-) 

C_ = specific heat of silicon 

e (J/gm°K) 


If a square pulse of electric power is 
applied to the junction and all of the 
electrical power is transformed to heat- 
ing, the maximum temperature of the 
junction is given by: 


% 
bea Se le. ae g ats . 
VIKPC , 
where 
i = the maximum junction tempera- 
ture 
T; = the initial junction tempera- 
tuve 
P = the electrical pulse power 
applied to the junction 
A = the area of the junction 
t = the pulse width 


Rewriting the equation and taking 
the logarithm of both sides yields an 
equation which plots as a straight line 
with a -1/2 slope on log-log paper. 


THERMAL FAILURE MODEL 


Pm * Aaah pC, [Tm (0) -T; 01] 


109,, Pm* 1og,,K - 3 log.t 


This model allows for determing the 
peak pulse power as a function of pulse 
duration if the junction parameters and 
failure temperature of the junction are 
known. The theoretical failure curve 
shown is for a silicon junction with the 
failure temperature of 6759 assumed. 


THEORETICAL FAILURE CURVES FOR SILICON 
JUNCTIONS FOR REVERSE VOLTAGE MODE 


F_/A (kw /em") 


m 


Pulse Duration (j:sec) 


The exact value of the final temp- 
erature at which component failure occurs 
is open to question. Usually, 675° is 
considered as the temperature at which 
silicon ceases to be intrinsic. That is, 
at this temperature, diffusion of im- 
purity atoms across the junction can be 
expected which tends to nullify junction 
action. In general, the exact temperature 
is a function of the doping level and 
other factors. The melting temperature 
(1415°C) of silicon, of course, leaves 
no doubt as to junction destruction. 
Generally, it would be expected that sig- 
nificant junction degradation occurs be- 
fore the melting point is reached. 


. Another problem encountered in at- 
tempting to correlate experimental data 
with the theoretical model, results from 
the fact that under reverse bias con- 
ditions, the current density across the 
plane of the junction is not uniform. 
Constriction of the current to a few (hot 
spot) sites effectively reduces the avail- 
able junction area. Calculation of the 
reduced area is beyond the capabilities 
of a reasonably simple analytical model. 
Partial experimental results yield an 
average effective junction area reduction 
of 20 to 30 percent for some components. 
A curve for a 10% effective area is 
shown in the figure with a corresponding 
reduction in the required failure power 
density by a factor of ten. Most experi- 
mental data appears to be bracketed by 
these theoretical curves. Typical data 
is shown for both diodes and transistors 
in the accompanying figures. 


REVERSE VOLTAGE FAILURE CURVES 
FOR SILIGON BASED ON TOTAL ENERGY 
DELIVERED TO THE JUNCTION 
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EXPERIMENTAL DATA FOR DIODES 
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EXPERIMENTAL DATA FOR TRANSISTORS, 


The discussion up to this point is 
for applied pulses with durations be- 
tween 100 ns and lms. In this case, the 
cause of junction failure is due to local- 
ized heating with the heat source at the 
junction. Using the one dimensional heat 
flow equation results in the t-% relation- 
ship as shown. For shorter or longer 
pulses, the one dimensional heat flow 
equation and the plane heat source at the 
junction do not apply. 


For short pulse widths (<100 Ns), a 
constant energy condition independent of 
pulse width prevails for the initiation 
of junction failure. From physical con- 
siderations, this is the required energy 
input to a volume of material (the curren 
constriction site) in order for that 
volume to achieve an increase in tempera- 
ture under adiabatic conditions. A one- 
half power of time dependence is obtained 
for longer pulse widths, which is indica- 
tive of heat loss from the (constriction 
site) volume to its surrounding medium: 
The direct time dependence for energy ~ 
found at the longer pulse widths (signi- 
fying a constant power input) is indica- 
tive of thermal equilibrium resulting in 
a steady-state temperature at the center 
of the volume. This constant power level 
approaches the manufacturer's CW rating 
for the device as the pulse width becomes 
very large (>1 ms). . 
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TYPICAL FAILURE LEVEL RELATION- 
SHIPS FOR THERMAL SECOND BREAK- 
DOWN IN SEMICONDUCTOR JUNCTIONS 


For failure due to surface break- 
down, no t dependence results and the 
failure level is dependent only on the 
pulse power, or equivalently, the failure 
level is power or voltage-dependent and 
not energy-dependent. For example, the 
failure of microwave diodes for 2-20 nano 
second pulses has been found to be de- 
pendent on peak power rather than energy. 


Other devices have also been found 
to be voltage sensitive. This voltage 
sensitivity seems to occur sometimes 
across the surface, i.e., surface flash- 
over; and for higher voltage pulses by 
punchthrough. This voltage sensitivity 
is a rise-time effect and can occur in 
some devices with a longer pulse (>30 
nanoseconds) provided that the mechanism 
responsible for the voltage sensitivity 
occurs before any other effect, viz., 
thermal failure. 
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JUNCTION FAILURE FOR PULSE 
LESS THAN 30 NANOSECONDS 
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Verification of 
Wunsch Thermal Model 


A number of semiconductor devices 
(primarily diodes and transistors) have 
been experimentally tested at-various 
laboratories. Empirical relationships 
have been derived from the experimental 
data for the component burnout energy 
or power as a function of pulse width. 
It has been shown experimentally that 
the proportionality between energy or 
power for component burnout varies as a 
function of incident pulse width as 
shown previously. 


Typical of data obtained, is the 
following curve for the 2N2222 transis- 
tor showing the single pulse failure 
power. The change in slope of the best 
straight line fit to the experimental 
data for the shorter width pulses is 
evident. 


10,000 
Reverse Voltage 
»« — Fatlure 
° -No Failure 
Forward Voltage 

+ — Failure 
4 —No Failure 
1,000 


Pulse Power (Walts) 


100 


Time (micraseconds) 


FAILURE OF THE BASE-EMITTER JUNCTION OF A 2N22 TRAN- 
SISTER FOR FORWARD AND REVERSE POLARITY VOLTAGE PULSES 


Similar data have been obtained for 
other semiconductor devices by a number 
of experimentalists. In general, it has 
been found that the required power level 
for failure is approximately proportional 
to the device junction area for areas of 
up to 10-2 to 10-1 cm2. (For larger 
areas, the failure level becomes more 
area independent). Because of this pro- 
portionality, it has become commonplace 
to plot power-to-failure per unit-of- 
junction area versus pulse width. This 
normalization of the power failure curve 
allows the convenient comparison of data 
for more than one device type on one 
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The general relationship between Be ra pe 
threshold failure power as a function of Ins 1ons loc (ms 
pulse width may be considerably more com- Pulse Ourenor 
plicated than indicated by the theoreti- EXPERIMENTAL DATA FOR BASE EMITTER JUNCTION 
cal model. In general this relationship FAILURE OF A 2N336 TRANSISTOR 


can be obtained experimentally and ex- 
pressed in the form 


100 Ti-? a i ee a T T 
-B Reverse Fasture 
PrH = At a b Reverse No Foilure 
S rs 4 Forward Foilure 
r = 4 4 Forward No Foulure 
where A and B are determined by a least % 
squares fit to the data. Much of the 4 
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simple junction devices fairly well (i.e., 
within the experimental data spread of 
approximately 1 order of magnitude). 


data fits the Wunsch model (B = %) for a 


Power (kilowatts } 


For pulse widths less than on the 
order of 100 nsec, the preceding relation- 
ship (B = %) between power failure level 
and the pulse width does not hold. In 
this regime, uniform heating of the semi- 
conductor bulk material takes place lead- 
ing to a modification of the power failure o1 
relationship to 


Jd ttt 
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P = C rot watts FAILURE OF A 2N2222 TRANSISTOR 


This form of relationship is plotted in 
the following figures for 2N336 and T _ 
2N2222 transistors, respectively. Two he Damage Constant ns 
curves with slope proportional to t-l are 
drawn for comparison with the trend of 


the experimental data points. These are The power failure threshold (Pqy) is 
the P = Cjt-l curve whose intercept point different for different classes of devices 
has been adjusted so as to intersect the and devices within a class. The power 

P = Kt-% curve at t = 1 usec and the failure threshold PTH is defined as 


P= Cot-l curve which intersects at t = 
100 nsec. Inspection of the curves shows 
that the best fit to the data occurs for 


different intercept point curves for each Pry = at 8 
device type. In general, the optimum 

intercept point is a function of device 

thickness and will tend to move to larger where 

time values for the larger devices. 

A = damage constant based on 
the device material and 
geometry 

B = time dependence constant. 


The constants A and B may be determined 
empirically for every device of interest 
by the least squares curve fit to the 
data. The theoretical model, however, 
has a time dependence constant of B = 4. 
In the mid-range of pulse widths, say 
from approximately 100 ns to 100 us, the 
empirical data for a wide range of devices 
fits the model within the experimental 
data spread. In order to be able to di- 
rectly compare device susceptibility for 
various pulse widths, and since the data 
fit fairly well, they are fit to the 
theoretical equation: 


S -%43 2 
Pow = Kt Kw/Cm 
where 
t = the pulse width in micro- 
seconds 
K = the Wunsch model damage 
constant in kW~(micro- 
second) @ 


It is convenient to express K in 
these units since the numerical value of 
K is then equal to the power necessary 
for failure when a one microsecond pulse 
is applied to the junction. 


In adapting the model for diodes 
and transistors, Wunsch used experimental 
data for similar type devices with known 
junction areas to obtain the best curve 
fit. The results were: 


For diodes: 


P 
Ji 
se = 550 t,% or K = 550A 
For transistors: 
Pou aa 
on ae 470 ty *' or K = 470A 


Knowing the junction area, therefore, 
provides the value for the damage con- 
stant, K. Typical range for K for vari- 
ous semiconductors are shown in the 
following figures, Multiplication of 
this factor by t7% will yield the pulse 
power threshold. 
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RANGE OF PULSE POWER DAMAGE CONSTANTS 
FOR REPRESENTATIVE TRANSISTORS AND SCR'S 
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Integrated Circuits 


The actual value of K for a specific 
device may be found, of course, experi- 
mentally. Data on some specific diodes 
and transistors are presented in the 
tables. 


DAMAGE CONSTANTS 


DIODES 

Type K Type K 
IN547 12.1 IN914 0.85 
IN625 0.164 IN936 0.14 
IN625A 0.045 IN936A,B 7.0 
IN645 2.8 IN968B~979B 1 
IN660 0.44 IN1200, 1201 62.32 
IN662 0.29 IN1L317A 0.19 
IN689 iene IN2808 249 
IN702 1 IN2970B 15.0 
IN709 0.78 IN3017B 1.9 
IN719A 0.1 IN3064 0.02 
IN746A- 

IN752A 1.1 IN3821 1.947 
IN754A- 

IN758A 0.63 IN3976 132 
IN761,2, 

J 1.8 IN43704 0.625 
IN821 0.577 IN4823 0.208 
IN823 1.8 D4330 0..001 


DAMAGE CONSTANTS 


TRANSTSTORS 

Type K Type K 
2N43,A 0.28 2N1480 5.5 
2N43,244 0.05 2N1481 2.2 
2N274 0.0076 2N1564 0.56 
2N339 2.0° 2N1602 0.40 
2N404 0.05 2N1701 4.5 
2N424A 10.0 2N1890 0.27 
2N525 0.3 2N1916W 2.22 
2N656 0.2 2N2035 3.633 
2N687 11.7 2N2218A 0.264 
2N717 0.13 2N2219 0.3 
2N910 0.218 2N2219A 0.264 
2N1039 1.4 2N2222,A 0.1 
2N1154 21 2N2223,A 0.21 
2N1212 13.129 2N3819 0.22 
2N1309 0.087 2N3907 0.165 


It should be noted that with a reason- 
able accuracy, it is possible to calculate 
the value of K from procedures based on a 
knowledge of either the semiconductor 
junction area, its thermal resistance, or 
junction capacitance. Discussions of 
these procedures are available in other 
references. The utility of these pro- 
cedures lies in the fact that one or more 
of these junction parameters are normally 
available from manufacturer's data sheets. 


It is interesting to note the rela- 
tion between the susceptibility (damage) 
constant K and the de power dissipation 
capability for various devices. As can 
be seen from these curves, there is a 
direct correlation between the de power 
dissipation and the damage constant. 


RELATION BETWEEN SUSCEPTIBILITY CONSTANT AND DC 


POWER DISSIPATION CAPABILITY: TRANSISTORS 
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RELATION BETWEEN SUSCEPTIBILITY CONSTANT AND 
OC POWER DISSIPATION CAPABILITY; DIODES AND 
INTEGRATED CIRCUITS 
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Effect of Multiple Pulses 


When a system is exposed to EMP, the 
components of that system will normally 
experience a transient that has a damped 
sinusoidal waveshape. This waveshape 
may be approximated in the laboratory by 
a series of single pulses to investigate 
the cumulative effects with or without a 
cooling period between the pulses. 


The actual input power level at which 
a junction fails does not seem to decrease 
significantly with multiple exposure. 
This is illustrated for the case of the 
failure threshold for a 2N2222 transistor 
as a result of single, double, and triple 
pulse exposure. The interval between 
pulses was short enough that no junction 
cooling would take place between pulses. 
The energy in deriving these curves (double 
and triple pulse) which results in in- 
creasing the junction temperature was es- 
timated as 2 and 3 times the single pulse 
energy. 


MULTIPLE PULSE FAILURE FOR 
2N222 TRANSISTOR 
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It can be seen that the difference 
between single-pulse and triple-pulse 
failure thresholds is less than the ex- 
perimental spread in data points for 
single-pulse failure. Hence, failure 
thresholds which are determined from 
single-pulse tests are usually adequate 
approximations for assessing the vulner- 
ability of semiconductors to EMP. 


The previous discussion was concerned 
with the heating effect of multiple pulses 
affecting the damage threshold level. 
Next, the cumulative effects of repeatediy 
pulsing a transistor at and below the 
damage threshold respectively will be 
considered. In this case, the pulses 
are far enough apart so that cumulative 
heating effects are negligible. 
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GAIN DEGRADATION FROM CURRENT PULSES 
FOR TWO CONDITIONS 


The figure presents the results of 
multiple pulsing of a transistor for two 
different conditions. In each case, the 
initial pulse applied exceeded the de- 
gradation threshold of the transistor 
resulting in a reduction of the transis- 
tor 6 from 65 to 56. In the lower curve, 
this same pulse level was-utilized for 
all subsequent pulses. The curve shows 
that the transistor gain increases and 
decreases erratically with each subse- 
quent pulse. This indicates that multi- 
ple conducting filaments are probably 
formed across the junction when the de- 
vice is damaged and subsequent pulses 
either add to the number of these fila- 
ments thus further decreasing the gain, 
or they cause a re-opening of existing 
filaments thereby producing an increase 
in gain. 


The upper curve was obtained by 
pulsing the device at 0.8 times the damage 
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threshold after the initial pulse de- 
gradation as in the previous case. Con- 
tinued degradation occurs for each 
subsequent pulse. Comparison of the two 
curves indicates that reducing the ampli- 
tude of the applied pulses after damage 
initiation merely reduces the rate at 
which additional damage occurs. 


Integrated Circuit Failure 


Integrated circuits (IC's) employ a 
large number of junctions on a single 
clip. Depending on the type of IC, it 
is possible that the state of the logic 
(digital logic circuit) voltage at one 
input will affect the burnout level when 
a pulse is applied to, another input. 
This was investigated in the case of the 
MC715 circuit. It was determined for 
this particular device that the gates 
fail independently and the state of the 
logic voltage at the other inputs did 
not affect the burnout level. This de- 
vice has isolated transistors forming 
the 3-input gate. This would not neces- 
sarily be true if the input circuits 
were not isolated. 


FAILURE OF INTEGRATED CIRCUITS 


a silicon monolithic dual 3- input gate 


example: Motorola MC 715 


The input and output leads of an IC 
are more susceptible to transient damage 
than the positive battery lead, This is 
not an unexpected result since a transient 
entering via the positive battery lead 
would be distributed over a number of 
P-N junctions in the device. 


The pulse power required for damage 
of an MC 355 G integrated circuit (B-E 
junction) is shown in the following fig- 
ure. The line is the thermal failure 
model curve with a slope of -1/2 fit to 
the data. As in the case of discrete de- 
vices, for pulse widths between 0.1 and 
10 microseconds, the thermal failure 
model is appropriate. 
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The following table shows the ex- 
perimental power failure threshold for 


15 devices when exposed to a l usec pulse. 


Data are given for the input lead, out- 
put lead, and battery lead. The minimum 
power for damage on any lead is the con- 
trolling threshold value and may be de- 
fined as the failure threshold power. On 
this basis, a K value can be assigned and 
for the devices indicated ranges from 

1.1 x 1072 to 5.0 x 10-1. These K values 
are within an order of magnitude of those 
for diodes with the same de power dissi- 
pation capability. 


INTEGRATED CIRCUITS EXPERIMENTAL DAMAGE POWERS*™ 


EXPERIMENTAL FAILURE POWER (W) 
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Interconnection Failure Modes 


The vulnerability of device leads, 
metalization patterns and lead bonds, 
for the most part, can be considered as 
a thermal problem. In this case, the 
problem reduces to that of considering 
heat dissipation due to system thermal 
conductivity up to its melting point, 
together with an assessment of the dy- 
namic stress conditions produced at 
material discontinuities. In general, 
one would expect that at least the leads 
and metalization patterns should exhibit 
a fairly uniform current density through- 
out their material cross sections for 
relatively moderate pulse widths as com- 
pared to the current constriction sites 
in semiconductor junctions which can be 
altered by defect and bias conditions. 
For relatively short pulses, such a phe- 
nomenon as "skin effect" would, of 
course, alter the cross sectional current 
density in such a way as to produce a 
“peripheral current constriction" con- 
dition. These effects, though, are fair- 
ly well defined and can be considered in 
a rather straightforward manner. The 
lead bonds and any multi-metal metaliza- 
tion patterns can also be considered in 
somewhat the same fashion. However, 
bond interface impedance, possible current 
constriction sites, and hydrodynamic 
pressure pulses due to interface discon- 
tinuities may also have to be considered. 
In general, it is observed that the vul- 
nerability of the interconnection system 
usually occurs at current levels in ex- 
cess of those required to cause significant 
junction damage in typical semiconductor 
devices at hundred nanosecond pulse 
widths. 


Typical EMP pulse type experimental 
data is shown in the following figure. 
This type of data is in direct contrast 
with data obtained when a component is 
exposed to high frequency RF pulses as 
in the case of testing done to ascertain 
the hazards to ordnance from electro- 
magnetic radiation (HERO). In this case, 
much of the energy is shunted around the 
junction due to its capacitance, and the 
incipient degradation in most cases is 
due to lead melting. 


Device Input Energy For Metailizatian Damage 


Resistor Failure 


. Resistive elements in the form of 
either lumped resistors or diffused re- 
ido I sistors often are the terminating element 


for long cables. 


Consequently, informa- 


tion on the way these devices fail and 
typical failure levels are important. 


Tests have been conducted on wire wound, 
metal film, carbon composition and dif- 
fused resistors. 
with number of pulses, duty cycle, and 
power or voltage. 
indicate that for pulse applications, 


The failure levels vary 


Conventional ratings 


the pulse power rating is 10 times the 
dc power rating and the voltage rating 


is 1000 volts per inch. 


For low duty 


cycle, as in the case of EMP, these are 
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MICROCIRCUIT 
; found. 
An analytical model and the use of 
the model are presented in other refer- 1. 


ences, 
Synergistic Effects 


An additional area of concern in the 
case of semiconductor failure has been 
that of synergism between the electrical 
overstress due to an,EMP and the gamma 
ionizing dose rate (y). While exhaustive 
studies of synergism have not been con- 2. 
ducted, four independent and reliable in- 
vestigations have shown no evidence, or 
only weak evidence, of synergistic effects 
in discrete semiconductors or IC's. 


In the case of complete systems, 
however, the y triggering a circuit into 
conduction can permit damage due to elec- 3. 
trical pulses. 


SYNERGISM 


COMPONENT LEVEL 


THREE INDEPENDENT AND RELIABLE INVESTIGATORS HAVE 
SEEN NO EVIDENCE OF SYNERGISM BETWEEN ELECTRICAL 
OVERSTRESS PULSES AND y 


VAULT (HDC) - INVESTIGATIONS ON IC'S SHOWED NO MORE THAN 
A FACTOR OF 2 OIFFERENCE IN INDIVIDUAL 
ENVIRONMENT FAILURE LEVELS AND COMBINED 
ENVIRONMENT FAILURE LEVELS 


BUDENSTEIN (AUBURN) - INVESTIGATIONS ON SOS DIODES SHOW 7 
COOLS A JUNCTION APPROACHING HOT 
SPOT NUCLEATION 


RAYMOND (NORTHROP -MRC)- EXTREMELY WEAK EVIDENCE OF 
SYNERGISM IN {C'S 


HABING (SANDIA LABS) - REALISTIC ENVIRONMENT TEST SHOWED 
NO SYNERGISM EFFECT WITHIN A FACTOR 
OF 2 OR LESS 

SYSTEM LEVEL 


IONIZING RADIATION CAN TRIGGER CONDUCTION WHICH 
PERMITS ELECTRICAL PULSES TO CAUSE BURNOLT 


SUBJECT TO DESIGN RULE DOCUMENTATION 


far too conservative. 


Failure Modes 


Four types of failure have been 


These are: 


Resistance value change - 
Failure is defined as a change 
in value beyond normal toler- 
ance. The importance of this 
change is dependent on the cir- 
cuit function. This mode of 
failure can be due to thermal 
effects (energy dissipation) or 
voltage stress induced. 


Internal breakdown - this break- 
down occurred when the resistor 
under test opened but did not 
blow apart or no external evi- 
dence of arcing was present. 
This was due to thermal dissi- 
pation with the device. 


Arc across resistor casing - 
this type o reakdown was 
exemplified by an arc across 
the external surface of the re- 
sistor. No damage to the re- 
sistor resulted from this 
failure. 


Catastrophic breakdown - this 
type of breakdown occurs when 
an external are starts across 
the resistor, but due to some 
defect in the ceramic casing, 
re-enters the core. The pulse 
energy is then dissipated in 
only a small fraction of the re- 
sistor and causes the casing to 
rupture (blow off) and the re- 
sistor to open. 


All of these failure modes have been 
seen in the resistor tests. 
safe working voltage level for the re- 
sistor, 
the resistance did not change as a result 
of the applied pulses. 


To define a 
it was given as the level where 


These data are 


reported in the next paragraphs. 


Resistor Construction 
The construction technique plays an 
important role in the failure mechanisms 
or level for resistors. Typical resis- 


tor constructions are shown in the follow- 
ing figure. 


CROSS SECTION OF RESISTOR CLASSES 


Epoxy Metal Fitm Or Carbon Film 


LO 


Ceramic Helical Trimming Scratch 
Epoxy Metal Oxide 
Glass sHelical Trimming Scratch 
Phenolic 
C4 y 


Carbon Camposition (Solid) 


Air Gap Phenolic 


Z 
Glass Sleeve 


Carbon Compositian 


Metal film, carbon film, and metal 
oxide resistors are constructed with the 
film deposited, or the oxide grown on a 
glass or ceramic substrate. The thick- 
ness of the film or oxide layer determine 
the minimum resistance value of the re- 
sistor. To increase the resistance, 
spiral cuts are made in the film to in- 
crease the total path length of the 
current. A very limited family of film 
thickness is used to cover many decades 
of resistance value. Spiraling of the 
film results in uneven voltage distribution 
across the resistor body which results in 
voltage breakdown at lower levels than 
would normally be expected. This break- 
down normally occurs at the ends of the 
spiral where the voltage gradients are 
highest. The voltage distribution for 
a typical spiraled film resistor is 
shown in the following figure. 


EQUIPOTENTIAL LINES AND FLOW LINES IN THE RESISTIVE LAYER OF 4 
SPIRALLED FILM RESISTOR. THE NUMBERS REFER TO POTENTIALS (REF 3:14) 


V+ 100 Volts 


In the case of carbon composition 
resistors, the entire body of the device 
is the resistance material, the conductiv- 
ity of which determines the resistance 
value and the volume of the power dissi- 
pation. The failure level in this type 
is strongly influenced by the geometry 
of the lead connection to the body since 
this determines the current distribution 
and voltage gradient at the interconnec- 
tion. Large contact area, that is, ex- 
panding the lead at the connection point, 
results in the maximum useful carbon 
volume and the minimum voltage gradient. 


The composition resistor shown at 
the bottom of the previous figure util- 
izes a carbon composition material on a 
hollow glass substrate. The terminating 
ends of the lead connections are in the 
resulting air gap. These type resistors 
exhibit voltage breakdown in the air 
gap with no ultimate effects on the re- 
sistor. 


Resistor Failure Threshold 


The susceptibility of resistors can 
be categorized by resistor type. The 
data are very consistent for the same 
manufacturer. Variations between manu- 
facturers is usually due to the geometry 
of lead connections and construction 
variations. The susceptibility ranking 
for metal film and metal oxide resistors 
is almost equal. 


RESISTOR SUSCEPTIBILITY 


e Wire Wound---------- Hardest 
° Carbon Composition 

e Carbon Film 

e Metal Film 

e Metal Oxide--------~~ Softest 


The resistor failure data for all 
types, with the exception of the wire 
wound resistors, indicate energy dependence 
(i.e., adiabatic heating, t~%) for pulse 
widths between approximately 100 nano- 
seconds and 50 microseconds (or greater). 
This range of pulse widths covers the 
EMP induced transients anticipated, so 
for EMP damage thermal failure is usually 
the normal mode. 


Carbon Composition Resistors 


For carbon composition resistors, 
the failure power is proportional to the 
device rated power. For low wattage 
rated resistors (<.1 watt) the failure 
power is directly proportional. Above 1 
watt, the failure power does not double 
as the rated power is doubled. This is 
due to some nonuseful carbon volume for 
pulsed signals due to lead connection 
techniques. The failure mode for thermal 
failure is a melt (melt fingers being 
formed) at the boundary between the inter- 
connecting wire and the bulk material. 
At shorter pulse widths (less than 100 ns) 
the failure mode is voltage dependent 
in that surface or internal arcing occurs. 
This is usually seen as a sharp fracture 
in the bulk material. 
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CARBON COMPOSITION RESISTOR FAILURE MODELING 


Failure Power (Watts) 


1/8 Wat 2 Watt 


100ns (ws 1Ops 


Film Resistors 


Film resistor failure breaks from 
the adiabatic curve (t-%) at pulse widths 
between 10 and 50 microseconds. The coat- 
ing type (metal, metal oxide or carbon) 
and technique change the thermal proper- 
ties of the film and, consequently, its 
failure level. For damage defined as a 
change in initial resistance, carbon film 
resistor damage (%AR) increases monotoni- 
cally with pulse power and pulse width 
(energy). For a given damage level (ZAR) 
the pulse power for failure decreases 
monotonically with pulse width. 


RESISTOR DAMAGE EXTENT AS A FUNCTION OF DAMAGE 
POWER AND PULSE WIDTH FOR DALE MC 1/4 (0.25 WATTS) 
49.9 OHM CARBON FILM RESISTORS 
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Pulse Width ( sec} 


The pulse power required for a given 
damage level (10% A R) is also a function 
of the initial resistance of the resistor. 
The damage power decreases monotonically 
as resistance value increases from 3 ohms 
to 200 ohms. It then increases for an 
initial resistance value of 806 ohms. 

The 3 to 200 ohms resistors had the same 
film thickness, the resistance value be- 
ing determined by the amount of spiraling. 
The 806 ohm resistor was a different film 
thickness (thinner to increase the resist- 
ance) with less spiraling to achieve the 
final resistance value. It is apparent 
that the greater the amount of spiraling 
required to achieve the final resistance 
value, the lower the failure threshold. 
This is because of the greater current 
concentrations due to the spiraling. 

DAMAGE POWER DEPENDENCE ON PULSE WIDTH AND 

INITIAL RESISTANCE VALUE FOR DALE MC1I/I0 (0.1 

WATTS) CARBON FILM RESISTORS 
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The metal film and metal oxide re- 
sistors exhibit lower failure thresholds 
than the carbon film or composition re- 
sistors. The failure power for metal 
film, metal oxide, and carbon composition 


resistors is shown in the following figure. 


DAMAGE POWER DEPENDENCE ON PULSE WIDTH 
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The failure threshold of the metal 
oxide resistor appears to be higher than 
for the metal film resistor. Note that 
the metal film and carbon composition 
resistors are both 1/8 watt rating while 
the metal oxide has a 1/2 watt rating. 


Diffused Resistors 


The failure thresholds for diffused 
resistors is of the same order of magni- 
tude as for metal film and metal oxide 
resistors. The failure threshold is en- 
ergy dependent (adiabatic heating) follow- 
ing a t-% slope for pulse widths between 
10 microseconds and 0.1 seconds. For 
pulse widths below 10 microseconds, the 
failure threshold curve follows a t~ 
slope. 
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Short Pulse Width Failure 


For pulse widths less than approxi- 
mately 100 nanoseconds, the failure (A R) 
is voltage dependent. This results from 
the extremely high voltages required to 
deliver sufficient energy for thermal 
failure for short pulse widths. This type 
of failure may be seen in all types of 
resistors, but is most prevalent in wire 
wound and film resistors. In carbon com- 
position resistors, the failure is usually 
surface breakdown. In wire wound or film 
types, the arcing occurs between turns 
or across the boundary between spirals. 

It is manifest in the form of an immedi- 
ate reduction in the resistor pulse im- 
pedance as shown. 


VOLTAGE LEVEL EFFECTS ON RESISTOR PULSE 
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Pulse Voltoge (KV) 


Summary of Resistor 
Failure Thresholds 


A summary of measured resistor fail- 


ure thresholds is presented in the follow- 
ing figure. Since the data were obtained 
using 1 microsecond pulses, the power in- 
dicated for failure can be equated to a 
damage constant (K) as for semiconductors. 
An assigned K value for this pulse width 
would be numerically equal to the power 


in kilowatts (i.e., for a threshold of 
1 kW, k = 1). 


Range Of Failure Powers At Ipsec 
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Car r 
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RANGE OF RESISTOR FAILURE POWER 
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Resistor Failure Thresholds 
Based on Safe Operating Voltage 


The maximum safe pulse voltage for 
various types of resistors as a function 
of the resistance value, with the wattage 
rating as a parameter are presented in 
the following figures. The average pulse 
power in no case exceeded the dc power 
rating for the resistor. The pulse dur- 


ation used for obtaining these data was 
20 usec. 
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Resistonce (Ohms) 
CARBON-COMPOSITION RESISTORS 


The pulse power rating is approxi- 
mately 5000 times the de rating for wire 
wound resistors, 1000 times the de rating 
for metal film resistors, and 500 times 
the de rating for carbon composition re- 
sistors. The pulse power rating for these 
devices can be determined approximately 
from 


E* (volts) 


Pp = 
p RD) watts 


It should be noted that for carbon com- 
position and metal film resistors of low 
resistance value and low wattage rating, 
failure can occur at voltages of a few 
hundred volts on a single pulse basis. 
This failure level is further reduced 
for multiple pulses or increased pulse 
duration. 
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Capacitor Failure 


Tests on capacitors have been limited 
in types of studies and component sample 
size because they have been considered 
to be much harder than other electronic 
components such as semiconductors and 
thin film resistors. These limited 
studies have indicated that some capaci- 
tor types fail at levels as low as those 
seen for semiconductors. Therefore, con- 
sideration should be given to the failure 
levels of these components because if the 
semiconductors in the circuit are pro- 
tected, the nonsemiconductor components 
may determine the resulting EMP vulner- 
ability. 


Failure Modes 


The basic failure mechanism in capa- 
citors is internal (dielectric) breakdown. 
The parameter that has been found to 
change is the dissipation factor (D) due 
to a change in the leakage resistance (R). 
This relationship is given by 


wt 


D= 


For ceramic type capacitors this 
breakdown is very abrupt. The amount of 
post breakdown degradation was related to 
the energy dissipated in the capacitor 
during breakdown. The breakdown voltage 
was lowered after the initial breakdown 
occurred (i.e., for subsequent pulses). 
In some cases (manufacturers' types), no 
evidence of changes in the capacitor pa- 
rameter was seen; whereas in other cases, 
the dissipation factor increased by a 
factor of 100. 


The upper curve shows the character- 
istic breakdown of most types of capacitors. 
Once breakdown occurs (in capacitors such 
as paper or disc ceramics) it is usually 
sustained. The post breakdown degrada- 
tion (that is any self healing ability, 
decrease in breakdown voltage, etc.) de- 
pends on the total breakdown energy. The 
exciting pulse was a double exponential 
waveform. 


BASIC RESPONSE CHARACTERISTICS EXHIBITED BY 
CAPACITORS FOR SQUARE WAVE CURRENT PULSES 


fi. oe 


Voltage Breakdow? Repetitive Breakdown 


f. ££.” 


Series Resistance Series Reststance 
And And 
Zener Action "Slow" Breakdown 


In the case of low voltage tantalum 
electrolytics, the breakdown characteris- 
tics are quite different. The breakdown 
in this case was a slower process as shown 
in the lower curves. The abrupt breakdown 
was not observed but the leakage resistance 


decreased progressively until breakdown 
occurred. As the leakage current in- 
creases, dissipation in the device in- 
creases, the sustaining voltage decreases. 
In other tests, abrupt changes were seen 
but, in all cases, were preceded by large 
leakage currents. After breakdown shots, 
dissipation factors often rose by as much 
as a factor of 600, with the equivalent 
resistance dropping as low as 1.5 ohms. 


Failure Thresholds 


The voltage failure thresholds versus 
pulse rise time for ceramic, paper, glass, 
mica, and plastic are presented in the 
following figure. It is apparent from the 
data that their is only a slight voltage 
turn up for short (< 100 ns). The failure 
thresholds are many times (15 to 40) the 
rated working voltage of the capacitors 
and, therefore, are relatively hard to 
EMP induced transients. 


PULSE RISE TIME EFFECTS ON VOLTAGE BREAKDOWN IN 
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The damage to tantulum capacitors is 
generally seen as an increase in leakage 
current. As was seen in the breakdown 
waveforms, tantulum capacitors have a zener 
voltage (Vz) characteristic which is equal 
to the forming voltage (voltage at which 
oxide was formed). Breakdown occurs slow- 
ly (microseconds) when voltage exceeds 
the forming voltage. The increase in 
leakage current is a direct function of 
the total charge transferred during the 
incident pulse. The increase in leakage 
current at rated voltage as a function of 
total charge transferred is shown in the 
following figure. 


9-23 


LEAKAGE CURRENT DAMAGE IN TANTALUM FOIL ELECTROLYTIC 
CAPACITORS POSITIVE POLARITY PULSING 


T T T T T T = T T T: T 


OC Leakage Current increase Al Raled Voltage 


The forming voltage is always high- 
er than the rated voltage. The forming 
voltage, however, is not a fixed percent- 
age. For higher voltage units, it is a 
much smaller percentage than for low vol- 
tage units and, therefore, has a smaller 
safety margin. The forming voltage is 
not normally indicated on data sheets, 
but may be obtainable from the manufactur- 
ers. For the tantulum capacitors tested, 
the minimum breakdown voltage was approx- 
imately two (2) to three (3) times the 
rated voltage as indicated in the table. 


SOLID TANTULUM ELECTROLYTIC CAPACITOR SPECIFICATIONS , TEST 
CONDITIONS, ANDO DETERMINED BREAKDOWN VOLTAGES 


om 


Breokdown Vailoge 
Slondard Pulse Widin | Tested Devices 

Mean | Deviation) Mimimum) (yg) (No) 

{v) iv) iv) 

472x903542 Forward 0 0047 35 26 19 

1550 a3! 900 

225X90 3582 Forward re 35 4a730 24 


Sprogue Polarity Capacitance | Voltage 
Device No lpF) (wae) 


225X90/5A42 Forward 2:2 's 1430 467 680 3730 \7 
a@72x903SA2 | Reverse 0 0047 35 W410 is 
225x901562 Reverse 22 35 3430 13 


2254901542 Reverse 4 is 537 65 430 30 6 


Low voltage tantulum capacitors can 
fail at energy levels comparable to those 
of semiconductor devices. The minimum 
energy levels at which failure was seen 


for tantulum capacitors is shown along 
with typical failure energy levels for 
semiconductors in the figure. 


TYPICAL ENERGY FAILURE LEVELS OF 
SEMICONDUCTORS COMPARED TO THE ENERGY 
REQUIRED TO DAMAGE LOW-VOLTAGE TANT- 
ALUM CAPACITORS 


Component Energy 


(ev) 

Point Conract Diode O7 1012 
IN82A-2NESA 

Integrared Circuit Io 

ATO9 

Low-Power Transistor 20 to 1000 
2N930-2NI/16A 

High-Power Transistor 1000 and Up 
2NIO39 (Ger) 

Switching Diode 70 to 100 
IN9Id-(N933J 

Zener Diode OOO and Up 
IN702A4 

Rectifier 500 
IN537 

Solid Tantalum Capociter 6! and Up 


The Semiconductor Data Were Based On A Ips Dameging 
Pulse ( From D. Tasca, Document No 70SD401, The 
General Electric Company (January 1970) And Unpub- 
lished Data Ay JR Miletta) 


Inductive Elements 


Inductive elements can fail in the 
way similar to capacitors and resistors 
whereby a temporary impairment such as an 
arc-over or saturation occurs such that 
the characteristics of the inductive ele- 
Ments are not impaired on a long-term 
basis. Similarly, a catastrophic failure 
can occur such as an arc-over and punch- 
through for the insulation similar to 
the capacitor insulation or semiconductor 
surface failures. 


Studies to date on inductive ele- 


ments per se have been quite limited owing 


to the relative hardness of these devices 
in comparison to the more susceptible 
semiconductors and passive thin film re- 
sistor elements. 


Sguibs and Detonators 


Squibs and detonators can play an 
important role in the EMP susceptibility 
or vulnerability of a particular system. 
Typically, squibs and detonators are not 
only used to initiate the formation of a 
final explosive, but also to perform sep- 
aration of stages in the initiation of 


rockets. In general, squibs and detonators 
can fail in two ways. First of all is the 


premature unwanted ignition of the pyro- 


technical devices with obvious catastrophic 


implications. The other is dudding of 
the device such that after EMP exposure, 
the device no longer performs in a satis- 
factory manner. 


Major emphasis in the past has been. 
directed toward protecting the squibs 
and detonators from either dudding or un- 
wanted pre-ignition from either static 
charges or energy picked up under micro- 
wave illumination conditions. The EMP 
failures of the device can occur when 
sufficient energy from EMP pickup is 
applied to one or both terminals of the 
pyrotechnical device. Typically, the two 
terminals of the device are fired via a 
balanced two-wire cabling system. Here, 
the differential mode pickup under EMP 
conditions may be somewhat lower than 
the common mode pickup. In the case of 
common mode pickup, one observed failure 
mode occurs when the arrangement is such 
that an arc-over can occur between one 
of the wires to ground and not the other. 
This, in effect, converts the common mode 
into a differential mode of sufficient 
magnitude to cause premature detonation. 
In other cases, arc-overs can occur with- 
in the case between the sensitive elements 
of the pyrotechnical device and the case. 


EED's (electroexplosive devices) are 
the more sensitive to ignition requiring 
for the most sensitive devices only a few 
ergs. EBW's (exploding bridgewires) re- 
quire considerably more energy, minimun 
energy values being on the order of five 
(5) millijoules. Bridgewire burnout al- 
ways results in ignition of EED's but in 
the case of EBW's may only result in 
dudding the device. 


Terminal Protective Devices 


Terminal protective devices can also 
be damaged by electrical overstress or 
excess energy during conduction. These 
devices include zener type devices, gas 
tubes, spark gaps, thyristors, etc. As 
seen in the following table, the voltage 
failure level and associated pulse dura- 
tions for typical TPD's are higher than 
the normally anticipated EMP induced 
transients. Failure of these devices, 
however, could possibly occur for very 
long transmission lines, large antennas, 
etc. 


APPROXIMATE FAILURE LEVELS 


| Faure | PULSE 

DEVICE Vp(v) LEVEL DURATION 
_| (v) % nS 

LOW VOLTAGE ZENER 66 11,000 50/500 

" " 1" 20 11,000 50/500 

‘i - " 200 11,000/11,000 50/500 
BIASED ZENER LIKE 20 3800 50 
“ " 0 200 3800 50 
GAS TUBE 300-500 3800 50 
won 500-900 3800 50 

SPARK GAP 470 11,000 50/500 

» " 2500 11,000 50/500 
THYRISTOR 60 3800 50 
” 50A 3800 50 


Miscellaneous Devices 


A comparison of the test results for 
a variety of devices is shown in the fol- 


lowing table. 


As can be seen from these 
data, most of these devices are hard to the 
the normally anticipated EMP induced tran- 
sients, although the potential for failure 
cannot be excluded in all cases. 


These data are a summary of very 
limited test results since most of these 


devices have been considered to be inher- 


ently hard. 


TEST RESULTS FOR MISCELLANEOUS COMPONENTS 


Component Type 


| Spork Gops~ Rated 
75V to SkV 


nm 


Magnetic Surge Arrestors - 
Rated SOOV to 8kV 


uw 


Neon Lamps Roted 


5S8V 10 HOV 
4 Varistors 
e MOV 
@ Thyrite 


5 Relays, Motors, 
Transformers, 
Switcnes, and 
Potentiometers 


n 


Discrete Filters 


ay 


Fulrer Pin Connectors 


o 


Tubes 


9 EED's 


Test Resulls 


No failure 1500 amps, 
160 joules 


No failure to |OOOamps, 
160 joules 


No failure to OOO amps, 
(60 joules 


No failure to 1OOO amps, 
160 Joules, clamping 
voltage increase |IS00 
amps,50 joules 


Failure at: 
300 amps, 22 joules 
10 amps, 50 joules 


No foilure at kv 
O 8 joule 


Failure at SkV,O @ jauie 


Leakage increases ar 
300V,004 joule 


Degradation at ikV,O8 
joule 


Activation ot 2kV,6 joules 


Comments 


Hard to essennollyall EMP 
trans ents 


Hard to essentiallyall| EMP 
transients 


Hardto essentiallyoll EMP 
Iransients 


Hard to essentially all EMP 
transients 


Possibly susceptible to very 
high signa{ levels 


Hard to ar least i kV | 


Hard to 5kV 


Potentially susceptizle at 
moderote levels (>300¥V) 


Potentially susceptible at 
levels >1kV 


Susceptible at levels>2kV 


5.4 CABLE AND CONNECTOR FAILURE — 


Other very important system compon- 
ents that may be functionally damaged by 
EMP induced transients are cables and 
connectors. This is particularly im- 
portant for cables that are already elec- 
trically stressed such as transmitter 
output cables. The difference between 
the voltage applied to the cable by the 
transmitter and the voltage breakdown 
rating of the cable may be sufficiently 
smali that EMP induced transients will 
cause breakdown of the insulation or air 
space in connectors. 


TRANSMITTING SYSTEM CABLE 
WITH VOLTAGE APPLIED 
BY THE TRANSMITTER AND ANTENNA 


incident wave 
— 
e, 


radiated wave 
— 


{err 
Hye 


transmitter 


field due {o transmiter applied voltage 
plus antenna applied voltage 


The breakdown strength of cable in- 
sulation may be limited by the dielectric 
strength of small imperfections in the 
insulation. Within the body of the cable, 
breakdown starts from a small air pocket. 
At first, discharges take place in the 
pocket. This produces. local heating. 

The insulation melts and carbonizes and 
ultimate failure occurs, either through 
mechanical effects or due to a short- 
circuit produced by a carbonized track 
across the dielectric from one conductor 
to another. A mechanical effect that can 
occur is for distortion of the dielectric 
to occur resulting in the inner conductor 
becoming eccentric and touching the outer 
conductor. 


The role of dielectric imperfection 
in producing cable breakdown is shown in 
the figure which portrays the cross sec- 
tional view of a coaxial cable at a site 
where an imperfection in the cable di- 
electric is assumed to exist. Here it 
is assumed that the insulator with a di- 
electric constant of «2 does not touch 
the center conductor due to a manufactur- 
ing defect. Hence, an air pocket with a 
dielectric constant of e1<e? exists around 
the center conductor. Due to the dis- 
similar dielectric constants, the electric 
field in the air pocket will be enhanced, 
thus causing an initial are in the air 
and a subsequent breakdown in the insu- 
lating material. 


ELECTRIC FIELD DUE TO TWO 
DIELECTRIC MATERIALS IN 
CONCENTRIC COAXIAL CABLE 


Cable connectors, in many instances, 
breakdown prior to cable failure. This 
is because of the inadvertent air paths 
that exist in many connectors due to the 
construction techniques. As in the case 
of cable failure, it is these air paths 
that result in breakdown. 


5.5 OPERATIONAL UPSET MECHANISMS 


As mentioned previously, operational 
upset is primarily a circuit or system 
problem. In general, it is not related 
to individual components comprising the 
circuit but rather depends on the circuit 
function, circuit operating levels 
(biases), the circuit type (digital or 
analog), and the nature of the waveform 
driving the circuit. 


Operational upset can occur in both 
digital and analog circuits. In analog. 
circuits an EMP transient may be amplified 
and interpreted as a control signal, or 
it may be interpreted as a fault current 
resulting in circuit breaker operation, 
or result in the opening of fuses if the 
currents persist for a long enough period 
and contain sufficient energy. Low level 
pulses in analog circuits usually appears 
as noise and does not interrupt circuit 
operation. In digital circuits, the in- 
duced waveform may be interpreted as dis- 
crete pulses which are propagated through 
the system resulting in errors. For ex- 
ample, flip-flops and Schmitt triggers 
may be inadvertently triggered, counters 
may record wrong counts, or memories may 
be altered due to driving current or 
direct magnetic field effects. These 
voltage and current thresholds are usually 
much lower than those required for analog 
circuit upset so digital circuits and 
semiconductor or core memories are the 
most susceptible. 


Digital Circuit Upset 


Operational upset mechanisms will be 
briefly illustrated by considering the 
effects of EMP-induced transients on digi- 
tal logic circuits and computer memories. 
A digital logic circuit may be upset by 
input terminal disturbances or by de and 
ground disturbances. The problem is 
further complicated by whether or not the 
disturbance propagates through the system. 


DIGITAL LOGIC CIRCUIT UPSET 


There are two general types of problems associated 
with upsetting a digital logic circuit: 


|. input terminal disturbances 
2. DG power and ground disturbances 


An example of operational upset is 
given by considering an inverting gate. 
An unwanted pulse on such an inverting 
gate may change its state. This undesired 
change of state of the output of the in- 
verting gate may be amplified by the 
following gate and propagated on through 
a string of digital gates. An error may 
thus arise in a bit in a data register. 


An input disturbance will be propa- 
gated by the following gate if the unde- 
sired output state of the first gate 
exceeds the on-threshold of the second 
gate. 


DC TRANSFER FUNCTION OF AN 
INVERTING GATE 


EXAMPLE: 
Inverting Gate 


i NOISE MARGIN ON | 
fo ae ee 


On Min 


1 i i 
i 


(@) —L. 
O Oftyay! Offry 2 3 4 5 6 


The circuit diagram for a nonsatur- 
ating DTL (diode-transistor logic) dual 
four-input gate, constructed with di- 
electric isolation and thin film resistors, 


is shown in the accompanying figure. It 
has a low noise margin (1.2 v) and a high 
speed (10 nsec) propagation time. 


Inputs 


Silicon Diodes 
10K 


OTL GATE CIRCUIT 


If the semiconductor forward voltage 
drops are all equal to Vo = 0.6 volt, the 
input de threshold for conduction of T 
and Ty is approximately 3Vy = 1.8v. Con- 
versely, the (largest) threshold for turn- 
ing T, and To off is 3Vyg - 9 = -7.2 v 
This means that the transient necessary 
for turn on must be at least 1.8 v, and 
for turn off at least -7.2 v. Unbalance 
of this sort is undesirable from an EMP 
hardness standpoint. For transients that 
exceed the threshold for times less than 
the specified propagation delay, a higher 
level can be tolerated before transient 
upset occurs. Although this level is 
related to the time duration, the polarity, 
the input point, and circuit parameters 
such as noise immunity and response speed, 
no straightforward way of establishing 
the relationship is known except to experi- 
mentally test the circuit. Experimental 
results for this circuit for negative and 
positive upsets on the input lead are 
shown in the following figures. Once the 
transient pulse width exceeds the propa- 
gation time, the required upset voltage 
asymptotically approaches the de threshold 
voltage. Shorter pulse widths require 
correspondingly greater voltages. 
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Sale Region 


Time Ouralion That Vollage Exceed Threshold (nsec) 


INPUT LEAD POSITIVE UPSET 


These results show that the de thres- 
hold establishes a safe measure for tran- 
sient upset. Observations indicate that 
transient upset levels appear to be inde- 
pendent of the exact waveshape, depending 
rather on the peak value. It has also 
been observed that circuit threshold re- 
gions for upset are very narrow. That 
is, there is a very small amount of volt- 
age amplitude difference between the 
largest signals which have no probability 
of causing upset and the smallest signals 
which will certainly cause upset. 


Memory Erasure 


Computer memories are also suscepti- 
ble to EMP induced transients. The level 
of susceptibility is determined by the 
magnetic field required to change the 
magnetization state of the memory element 
(magnetic memories), or the voltage or 
current thresholds for semiconductor mem- 
ories. 


In the case of magnetic memories, 
the magnetic field impressed may be due 
to direct magnetic field effect (impinging 
magnetic field illumination) or driving 


currents induced in the associated wiring. 
The direct effects require much higher 
levels of incident magnetic field than the 
induced current effects. The table indi- 
cates the minimum energy levels required 
for upset of typical digital circuits and 
memories due to EMP induced signals. 


The minimum energy necessary for oper- 
ational upset is on the order of one to 
two orders of magnitude less than for dam- 
age of the most sensitive semiconductor 
components. 


MINIMUM ENERGY TO CAUSE 
CIRCUIT UPSET OR INTERFERENCE 


MINIMUM 
DESIGNATION | ENEPGY — | MALFUNCTION OTHER DATA 
JCULES 
Logic Cord 3x 10? Cnarge of Siole Typxal logic transistor inverter gole 
integra'ed Circuit] 4x io? Cherge ot Srcte Sylvania J-K flip-flop menolithic 
| intearated circuit (SF 50) 
Memory Core 5x 10° Core Erasure Burroughs medium speed computei 
Vic Wiring core memory (FC 8001) 
<9 
Memory Core 3x 10 Core Erasure RCA medium speec, core memory 
Vig) Wiriag (269M1) 
Amplifier 4x 16" Interference Minimum observable energy in a 
typical high-gain amplifier 


The most susceptible memories are 
those that require the smallest driving 
currents to cause a change of state in 


the memory, such as core or semiconductor 
memories. It should be noted, however, 
that if the transients are induced in cir- 
cuits external to the memory proper, that 
is, prior to the read/write amplifiers 

for example, they may be amplified in the 
same manner as normal signals and written 
into memory. Under this condition, the 
hardness of the memory proper is a second- 
- ary consideration. It is obvious that 
under this condition the memory is most 
susceptible in the write mode of operation. 
This has been verified experimentally. 


Effects of Operational Upset 


The effect of operational upset on 
system performance and mission is highly 
dependent on the system design and use. 

In some systems, loss of synchronization 
for as long as a few milliseconds is of 

no great importance. On the other hand, 
loss of stored information in a computer 
May require restart of a very long computer 
program, thus delaying the operation of a 
specific system. 


The trajectory cortrol of a space- 
craft or missile is an example where oper- 
ational upset for a very short time may 
be of considerable significance. 


Some functions performed by a com- 
puter may be unimpaired by relatively 
long periods of circuit upset. Others 
may be impaired by short periods of up- 
set. In this example of a power station 
computer, functions such as data logging, 
scan and alarm, performance calculations, 
and trend recording may be relatively un- 
affected by operational upset. On the 
other hand, process control functions 
such as turbine startup, boiler setpoint 
control, and combustor control may be 
affected to a much greater extent. 


POWER STATION COMPUTER 


Data logging, scan and alarm, 
performance calculations, trend 
recording, turbine startup, boiler 
setpoint control, combustor control 


Large amounts of energy may be 
collected by power lines and cause cir- 
cuit breakers to open. The time to re- 
energize the system may cause its function 
to be seriously impaired. Also, since a 
considerable amount of a generator's load 
could be dropped, undesirable effects 
might occur in the generating and trans- 
mission system. 


Circuit Breaker 
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Wall Thickness and Material 


In the EMP time domain, the dominant 
mechanism in shielding is the induced sur- 
face current. This is concentrated in a 
surface layer, the “skin depth (6)," is 
given by 


6 = 

UGE? 
where 
tT = time 
uo= 4m x to" permeability of 
air 

ee relative permeability of 
the material 

6 = conductivity of the 


material 


Since the skin depth varies as vt, it is 
difficult to significantly reduce the in- 
ternal B, : 


In most practical cases, it becomes 
difficult to justify a shielding thick- 


ness much greater than that required by 
mechanical strength and rigidity. 


Wall Thickness 


Free Space 


Hy ia Perpendicular to the Figure and 
in Same Sense for Both Waves 


A SAS 
Transmitted Wave 
Amplitude Exaggerated 


Incident Wave 
—--——-- Reflected Wave 


Phase and Amplitude Differences 
Exaggerated 


Schematic Representation of the Reduction in Amplitude of an 
Electromagnetic Wave on Entering 8 Metal 


The skin depth also depends on Yyo 
(u = Ugly). Hence, there is not as much 
difference between copper and steel as 
one might think. We see here that the 
main advantage of steel is to obtain the 
same attenuation at about one order of 
magnitude lower frequency. Note also the 
large attenuations realized for relatively 
thin sheets. These values are for infin- 
ite sheets of material. 
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Frequency (MHz) 


Magnetic Attenuaticn versus Frequency. 


As indicated, the attenuation 
(shielding effectiveness) for magnetic 
fields is a function of frequency. The 
higher the frequency (the greater the B), 
the greater the attenuation. Therefore, 
the shield tends to be a B reducer, 


A SHIELD= 8 REDUCER 


t 


Outside Inside 


10-10" Seconds Rise- Time 
10° - 10° Hertz 


~10°° Seconds Rise-Time 
10° Hertz 


A further implication is the lower 
the frequency the less the magnetic field 
attenuation. Therefore, good low fre- 
quency shielding requires the use of very 
high permeability (uy) materials, such as 
hypernom and conetic, or very thick ma- 
terials such that magnetic field ducting 
is realized. 


Diffusion Shielding 


There is another kind of shield -- 
the semipermeable type; examples of which 
are earth cover and rebar grids. Here 
the effective skin depths may be large 
(6 = 28m for earth with conductivity of 
10-2 mhos/m at a frequency of 100 kHz), 
and the total attenuation relatively 
small -- about 30 dB. Usually this is 


used in combination with smaller, internal, 


and more complete shields. Often such a 
shield appears as a zone enclosure of 
opportunity, such as in buried or heavily 
reinforced structures. 


* The waveform appearing inside such a 
diffusion zone will generally be a com- 
bination of a short spike (possibly assoc- 
lated with apertures) and a longer "tail," 
related to the induced skin currents on 
the conductor. 


Diffusion Shielding 
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Schematic of Rebars Used 
for Shielding Entire Structure. 


Apertures 


There are many different kinds of 
“apertures.' - They may be divided as in- 
tentional and as unintentional. The 
single worst class of violations of good 
EMP protection practice is found in the 
accidental or unintentional compromise 
of shielding integrity. Anything which 
interrupts the skin current path on a 
shield increases its impedance and acts 
as a radiator into the internal region. 
Hence, the effect of a seam crack is not 
measurable simply by its physical area, 
which may be quite small. If it is near 
a region of high surface current concen- 
tration, it can couple energy to the 
interior many times greater than you would 
superficially guess. In particular, phy- 
sical breaks -- such as seams and bonds, 
however well made -- represent a constant 
threat to integrity and protection value. 


Of course, it is almost impossible 
to fabricate a shield as a single, un- 
broken, electromagnetic enclosure. Large 
system enclosures can only be constructed 
by assembling large numbers of sheets or 
plates. Technically, the contact lines 
or seam between such single pieces repre- 
sent potential apertures. 


Depicted is an “idealized aperture"-- 
a long slit in a shield wall due to a poor 
panel joint. It behaves approximately 
like a slot dipole antenna. In effect, it 
is excited by the EMP fields and the in- 


duced skin currents and radiates a wave, 
characteristic of its length, into the 
box. 


Apertures 


Hz. 


Slit at Seam 


Shield Enclosure 


The most common large-scale seam 
fabrication techniques involve welding 
for steel or aluminum and soldering or 
brazing for copper. These fabrication 
methods in themselves place certain mini- 
mum thickness criteria on the material. 
Thin sheets tend to “burn through" during 
welding. Therefore, at least two mechan- 
ical aspects impose minimum thickness 
requirements, which may be greater than 
required by the EMP criterion: strength 
and fabricability. Such thicknesses run 
from 60 to 300 mils for medium-large con- 
struction. Overlap should preferably be 
10-20 times the sheet thickness for thin 
sheets. Butt joints can be acceptably 
used for thick plate, but this usually 
requires welds on both sides, with care- 
ful probe tests for weaknesses. 


Seams 


Weld 
— Fe 
Weld 


ee Cu 
Tinned and Flowed 


Fe Plate 


The necessary mechanical thickness pro- 
vides an implicit (and high) protection 
level. Inexpensive assembly methods, 

such as tack welding, may seriously erode 
the protection level due to aperture leak- 
age at the open seams throughout the 
structure. The "good shielding" criterion 


may require continuous and meticulous 
welding along all seams in order to match 
the protection value inherent in the ma- 
terial itself. 


As an example of the welding integri- 
ty criteria, an ICBM test facility had a 
shielded room built into its base. This 
enclosure had a 100 dB requirement in the 
UHF domain. The construction was such 
that several large structural I-beams 
passed through the room. In order to 
"seal" the room electromagnetically, spe- 
cially cut plates were welded around the 
beams and onto the steel walls. These 
seam areas were tested by using a trans- 
mitter loop outside and smaller receiver 
loop probe inside. A single continuous 
welding pass proved inadequate to prevent 
leakage at this seam. Several additional 
passes were needed around these beams, 
both inside and out. These were made in 
such a way as to build up a thick weld. 
The inner corners were particularly diffi- 
cult points, as indicated here. 


Weld Integrity 


Magnetic Steel 


Weld Areas 


Extra Weld 
Steel |-Beam 


Magnetic Steel Plates 


Gaskets and Bonds 


Considering the difficulties en- 
countered with such seemingly ‘'tight"’ 
apertures as welded seams, it is no sur- 
prise that metal-to-metal contact sur- 
faces, held together by simple mechanical 
pressure, can constitute serious viola- 
tions of shielding integrity. Such con- 
tact areas are unavoidable at functional 
apertures, e.g., access doors, service 
hatches, equipment panels, etc. 


There is extensive literature on all 
manners of bonding long, continuous, me- 
tallic, contact lines. They deal with a 
range of bonding permanency, from perma- 
nent, once-made joints, through rarely- 
disturbed service panels, to continuously 
exercised doorways. Of course, the latter 
represent the most difficult problem in 
dependability and maintainability. 


The basic mechanical requirements 
for simple reliable seam bonds are ab- 
solute flatness and electrical cleanli- 
ness. Neither of these is generally 
achievable in other than ideal laboratory 
conditions. The pragmatic hardware prob- 
lem is then to obtain low-impedance con- 
tinuous contacts at an acceptable level 
of "dirtyness"” and "deformation."' 


Electrically clean surfaces can be 
readily obtained with pure tin, gold, 
palladium, platinum and silver! Zinc, 
cadmium, and very thin gold platings are 
considered as acceptable substitutes. 
Easily oxidized materials (like aluminum) 
should be avoided. Lubricants are capri- 
cious. In some cases, they will inhibit 
corrosion and oxidation and facilitate 
good metal-metal contact. However, motor 
oils, for example, are more apt to do 
just the opposite. 


Controlled roughness (machine sining 
and knurling) is generally better than 
attempting to achieve a smooth surface 
for mating parts. When controlled rough- 
ness is utilized, the total contact area 
is generally greater, and easily predic- 
table, than for smooth surfaces which mate 
usually at only three points (no surface 
is perfectly smooth). 


CLEAN CONTACTS 


GOOD BAD 


TIN, ZINC, CADMIUM ALUMINUM, IRON (OXIDES) 
PLATINGS (ALSO GOLD, 
PLATINUM, AND SILVER ) 


THIN <————. PLAT INGS —————> THICK 


SPECIAL LUBRICANTS SULFUR-BASED 
ELECTRICAL *—— AND PAINTS ———— AND OXIDIZED 
SCORED, 


KNURLED «—————-. SURFACE ————— M|LL-SMOOTH 


Roughness is one way to compensate 
for surface irregularity. An ultimate 
way to do this is to use deformable con- 
ductive gaskets. A good way to under- 
stand the pressure contact problem is to 
consider a panel seam, bonded by means 
of bolts and flange strips, as illustrated 
here. In the frequency domain of inter- 
est, seams of this type require specific 
contact pressures of 60 to 100 pounds 
per lineal inch for 80-100 db attenuation. 
Obviously, this form of seam is best for 
“once-only" cases, which are expected to 
be broken very rarely, if ever, during 
the system's life. 


Pressure Contacts 


Flange 
Seal 


Typical Panel Seam 


People have also resorted to the 
"gasket" solution for "bonding" peripheral 
contacts which would only be occasionally 
broken. It is also useful for irregular 
or deformable surfaces. 


There are two ''fairly" good types: 


1. The flat molded metal gasket 
which deforms slightly under 
pressure. This is a ''throw- 
away'' in the sense that it 
cannot be reused. 


2. The braided cord gasket. A 
variety of exotic designs ap- 
pear on the market. The 
good ones from an attenua- 
tion standpoint utilize de- 
formable metal cores. 
Unfortunately, these have 
low resiliency and can only 
be reused two or three times. 
The synthetic core, double 
braid gaskets are generally 
more transparent in a given 
geometry. The single braid 
types provide even less atten- 
uation. Braided gaskets are 
not generally recommended for 
exposed, unmaintained situa- 
tions for EMP protection. 


Corrosion control of the gaskets and 
the associated mating surfaces is also a 
problem. Considerable maintenance is re- 
quired to insure good electrical contact. 


Depicted is a typical application of 
a knitted mesh gasket for a ship missile 
loading hatch. Note that the RF gasket is 
protected from corrosion by a water seal 
on the hatch. 


Water Seal 


R F Gasket 


MISSLE LOADING HATCH RF SHIELDING 
(CLG), (METHOD A) 


The average field attenuation that 
can be obtained with knitted wire mesh 
gaskets as a function of the applied 
pressure is indicated here. It should 
be noted that application of higher pres- 
sure increases attenuation, but shortens 
the lifetime of the gasket as it perma- 
nently deforms. 
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KNITTED WIRE MESH GASKETS, 
AVERAGE FIELD ATTENUATION 


Resilient finger stock is a favorite 
solution for doors and hatches which must 
be frequently used. Finger stock should 
be used in double rows. Some people 
suggest that the rows should be staggered 
for maximum attenuation so that the fin- 
gers in one are opposite the slots in the 
other. At the higher frequencies, this 
seems reasonable when one considers the 
radiation pattern of each slot, seen as 
a tiny dipole. 


Finger stock is probably the most 
difficult protection. hardware to main- 
tain. Traffic inevitably brings with it 
‘dirt and abrasion. The doors and frames 
must be extra stiff if the fingers and 


the contact surfaces are to maintain their 


register. 


Finger Stock and Doors 


Jamb 


Door Frame Copper Sheet 


Wiping Finger Stock 


Copper Sheet 


Iron Frame 


The joint constructions illustrated 
here show some of the ingenious ways in 
which shielding engineers have solved the 
problem of structural flexibility with 
reliable shielding effectiveness. They 
typify shielded enclosures for R.F. test- 
ing and measurement. At present, at 
least, it is not likely that military sys 
tems would employ such components except 
as accessories in production and testing 
phases. 


The prefabricated bolt-together en- 
closure has enjoyed wide acceptance. It 
does, however, require periodic mainten- 
ance. The frame shifts cause open slits 
and metal-to-metal seam corrosion. Where 


high shielding requirements exist, serious 


consideration should be given to the 
welded seam enclosure. 


Shielded Enclosures 


24-GAUGE GaLvANNEALED 
MARINE -TYPE STEEC SHEEIS 
PLYWOOD CORE 
CEEP FORMED Cnatinel 


Galvanized Steel Sheet 
with Plywood Core. 


Partition Joint Example. 


Open Apertures 


So far we have dealt with apertures 
which could be ''closed" electromagnetic- 
ally by means of conductive materials 
(sheets) and construction similar to the 
surrounding shield. The significant 
problem was with peripheral control. Some 
mechanical requirements, however, call 
for a physically open aperture for such 
things as ventilation, microwave lines, 
etc. Two broad classes of "solutions" 
are common for these: screens of various 
types, and "waveguides-beyond-cutoff." 
The latter can also be used sometimes 
for entrance passages and doorways to 
avoid the finger-stock problem, where 
penetration of high frequency content is 
clearly not a problem. 


Ordinary heavy~duty screening can 
provide on the order of 40 dB attenuation. 
The trouble with ordinary screening lies 
in corrosion and oxidation which can 
break the contact between individual wires. 
Electromagnetically, an old piece of 
screening may be a good coupler. The 
specially fabricated materials like 
“electromesh'' are treated to resist this 
action. 


Screens 


TTEM: 
1,174" ALUMINUM "HEXCEL” THICK HONEYCOMB 0.003 WALL 


2. ELECTRO MESH: 40 COUNT CU-NIO.007 THICK 36% OPEN 
3 ELECTRO MESH: 25 COUNT CU, O 003 THICK, 56% OPEN 
4 ELECTRO MESH: 40 COUNT CU,0.003 THICK, 57% OPEN 
S ELECTRO MESH: 25 COUNT CU-NI.0.005 THICK 49% OPEN 


NOISE SOURCE RADIATION LEVEL, ATTENUATION GREATER 
THAN THIS LEVEL FOR ITEMS | AND 2 


STEMS 3, ¢, AND 5 


0.060" PERFOR ATED ALUMINUM 
5/16" CENTERS 874° DIA, HOLES 46% OPEN 


SHIELDING EFFECTIVENESS (dh) 


16 ALUMINIM MESH 0.0270 WIRE 16% OPEN 


JO MONEL MESH 0,018 WIRE 
0,037 ALUMINUM 7/16" DIA, HOLES 
5/8" CENTERS 45% OPEN 
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FREQUENCY (MHz) 
attenuation of various screening materials 


Screens 


STEEL CADMIUM - PLATED ALUMINUM’ 
(H FIELD) ANO STEE_ (E FIELD) 
\ 


UNPLATED 
ALUMINUM(E FIELD} 


CADMIUM- FLATED 
ALUMINUM (H FIELD) 


UNPLATED 
ALUMINUM (H FIELD) 


TOTAL SHIELDING EFFECTIVENESS (db) 


0.015 0160 0500 3,00 3c0 300 960 


FREQUENCY (MHz) 
claimed performance of an average commercial 
honeycomb filter 


Hexcel is usually satisfactory, but 
there have been instances of poor quality 
control in which the glue between the 
foils acted as an insulator. True "honey- 
comb" screening provides the best com- 
promise between shielding and air flow. 
Where air flow is important, best results 
are obtained with honeycomb which has 
soldered, brazed, or welded contacts be- 
tween foils. 


1° 
= cell 


> db 
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Frequency ‘ 


PREDICTED THEQRETICAL ATTENUATION 


The "“waveguide-beyond-cutoff" is 
somewhat of a misnomer. Over most of 
the EMP frequency domain, such a geometry 
is really behaving more like a quasi- 
static "field-bender.'’ The idea is to 
design it so that its cut-off frequency 
is significantly well above the high- 
frequency "roll-off" in the environmental 
spectrum. This is not difficult to do if 
it is under many feet of earth or it is 
already protected by some partial attenu- 
ation, such as a welded rebar cage. These 
situations tend to move the roll-off to 
lower frequencies, as we have indicated 
before. For example, a two (2) meter high 
driveway would have a cutoff frequency of 


75 MHz (f. = + , where \ = 2a and a is 
the maximGm dodrway dimension). For fre- 
quencies of less than 30 MHz, the attenu- 
ation is between 12 and 13.65 dB per meter 
length within the guide. 

The approach is fine for ventilation, 
but care must be taken not to make the 
guide a propagating structure by running 
cables through it. 


Waveguide Scheme 


= 


*“ Waveguide’ in Waveguide with Corner 


Quasi-Stetic Domain 


The use of the 'waveguide-beyond- 
cutoff" approach for ventilation shafts 
in structures is one typical application. 
High frequency roll-off is obtained by 
partitioning the overall opening into an 
array of smaller openings as depicted. 
This will cause some reduction in airflow 
depending on the effective area reduction 
of the overall opening. 


Metal Partitions Welded, Brazed Or 
Soldered At Each Intersection 


Closed Cells (Square Or Hexagonal} 


Maximum Cell Opening < 4/73 
Of Highest Frequercy (Shortest 
Wavelength) To Be Attenuated 


Depth Of Closed Call Depends 
On Ratio Of Operating 

Typical Element Frequency To Cut Off 
Frequency Of Cell And Attenuation 
Required Nominal Depth Is 

5 Times Largest Opening For 

100 db Attenuation 


Bulkhead Air Vent 
TT Fastener Frame Frame \ Welded 
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Cabinet Mesh Gasket Ouct 


0) Bolted Installation b) Welded Installation 


USE OF HONEYCOMB MATERIAL FOR SHIELDING AIR VENTS 


Another technique to handle large 
apertures, such as personnel entry ways 
into shielded compartments, is through 
the use of a protected entry. Shown is 
a technique using a double shielded door 
hallway type configuration. Interlocks 
should be provided if critical equipments 
are housed in the compartment so both 
doors cannot be open at the same time. 


Unshielded 
Compartments 


Shielded Area Containing 
Critical Equipment 


aeeceeees Double Goor 
Hallway Type 
Entry 


Corridor 
Corridor 


TW Note Staorwell ts Located Away from 
Corridor Containing Entry To 
Hardened Greco 


DOUBLE DOOR HALLWAY TYPE ENTRY TO 
HARDENED AREA 
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Penetrations 


There are many kinds of "penetra- 
tions.'' Most commonly, one thinks of an 
insulated conductor passing into a facil- 
ity or system. It may be carrying power 
or functional signals, but uninsulated, 
"“srounded'' conductors, such as motor 
shafts, can also represent penetrations. 
Thus, there are two broad classes -- elec- 
trical and mechanical. We see here ways 
in which each can provide paths for coupl- 
ing and transferring energy from the ex- 
ternal to the internal zones. Note 
particularly that mechanical penetrations 
can be deceptively protected by innocent- 
looking bonds, which are really high- 
impedance couplers. 


Penetrations 


Electrical Mechanical 


The existence of a true "electrical 
penetration" corresponds to an intentional 
or unintentional violation of the zoning 
concept. If an electrical circuit is 
carefully confined to a single EM zone, 
then its penetration through a shield does 
not, in fact, constitute a violation. In 
principle, it cannot transfer energy which 
would not be there in its absence. We 
make this seemingly simple point to empha- 
size the necessity for observing zonal 
hierarchies in providing conductor and 
cable shielding (as discussed in a suc- 
ceeding section). 


But what about unavoidable conductor 
penetrations -- such as, for instance, 
long wire antennas? One thing to do to 
rectify such situations is to provide en- 
trance protection in the form of filters 
or active devices (zener diodes, spark 
gaps, etc.). These are discussed in the 
section on ''Protective Devices.'' These 
protective devices should be located in 
vaults or small shielded boxes. 


Since all external conductors are 
collectors of EMP energy, they must all 
be terminated at the entry to the shielded 
compartment (or equipment cabinet). If 
these terminations are allowed on a hap- 
hazard basis, (terminating on all sides 


of the enclosure), they will inject addi- 
tional current on the enclosure resulting 
in higher fields on the inside. There- 
fore, to keep this energy from entering, 
all penetrants are brought into the pro- 
tected space via a single point of entry 
into an entry vault. The conductors 
(pipes, conduits, cable shields, etc.) are 
peripherally welded to the enclosure at 
the entry point. All protective devices 
are contained in the vault and the out- 
put electrical leads into the enclosure 
protected by feed-through capacitors, for 
example. These terminal protection ap- 
proaches are discussed in subsequent para- 
graphs of this section. 


Steel Continuous Weld Profection: Panat 


Seams Entire Perimeter, 


Cable Vault 


Weld Or Groze 


>} Shields Or Conduit 
{| Tewmnene 7 


Weld At Both Bulkheads 


EMP Field Hardened’ Space 


Pipes And Cables Thot Do Not 
Terminate tn The Shielded Space 
Shall Go Around Ir 


Shielded Air intoke 


TYPICAL EMP HARDENED SPACE 


Finally, one can isolate that por- 
tion of the system (which really goes 
back to systems and circuit layouts) and 
simply make its terminal circuits very 
hard. 


So we see that the treatment of pur- 


poseful electrical penetrations is not 
really a "shielding" topic. 


ELECTRICAL PENETRATIONS 


NOT REALLY A "SHIELDING" 
HARDWARE PROBLEM -- WHY? 


ZONE VIOLATION —————» GO TO "SHIELDED" 


ENTRANCE PROTECTION ——» GO TO "PROTECTIVE 
. DEVICES" 


TERMINAL HARDENING ———™GO TO "SYSTEM ASPECT" 


AND "COMPONENT 
SUSCEPTIBILITY" 
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We noted before that a conductive 
metallic penetration may be deceptively 
protected. Consider, for instance, a 
shaft passing through a bushing. In the 
case of a metallic shaft with a conductive 
bushing and a bond strap, it can be treated 
analytically as a parallel R L circuit 
as shown. Simple circuit analysis can be 
applied to determine the fraction of the 
current which is not shunted by the bond 
strap or the bushing resistance. If the 
bushing has a high contact resistance (or 
is an insulating bushing), at high fre- 
quencies (WL > R) the shaft can act as a 
probe antenna coupling directly to the 
interior as a skin current or by reradi- 
ation. This type of penetration could 
easily result in a 30 dB lead in a 60 dB 
shield, 


In the case of a nonconductive shaft, 
the configuration can be modeled for anal- 
ysis as a dielectrically loaded circular 
aperture. The aperture problem becomes 
important when the aperture diameter is 
equal to or greater than the half wave- 
length of the highest frequencies assoc- 
iated with the incident waveform. For 
small shaft dimensions (5 to 10 cm), the 
coupling through the aperture would be 
small (a few dB) over the frequency spec- 
trum of the EMP. 


Mechanical Penetrations 


r Bushing Contect Resistance 


Shield 
Ys Equivalent EMP 
8 i Voltage Generator 


LH, 


Aperture Equivalent Circuit Equivalent 


Mechanical Drive 


Bond Inductence 


The principle here is to "rectify 
the obvious.'"' We will discuss some em- 
bodiments for these first two types of 
fixes. 


Treatment 
#* Break the metallic path 
# Improve the seal bond 


# Examine electromechanical servos. relays 
(plus filters on the wires! 


# Examine non-conductive, exotic schemes 


The first approach is to break the 
metallic path. This treatment replaces 
the continuous conductor by a small capa- 
citance. Its equivalent circuit represents 
it as a filter between the two EM zones. 
Note that the separate small enclosure must 
be well-bonded to the shielding partition 
between the two zones. An impedance at 
this point turns it into an effective 
coupler. This is equally true for filters 
and for other enclosed protective devices 
located at a partition between zones. An 
alternative approach is the use of the 
waveguide-beyond-cutoff technique. This 
approach requires the mechanical snaft to 
be non-conductive. In sizing the wave- 
guide, it must be analyzed as a dielec- 
trically loaded guide with the dielectric 
being the mechanical shaft. 


Break the Metallic Path 


Good Better 


Plastic Shaft 


Contact 
Bushings 


\ 
| 
L Length -» 


Corresponds to 


Equivalent 33 
Circuit Waveguide 


Beyond Cutoff 


NO-NO!!—» 


= 


Criteria” 


Shown are two examples of unusual 
treatment. A simple way to improve a 
leaky manual adjustment shaft is to mount 
it through a split-bushing with a taper- 
thread locking nut. When the locking nut 
is tightened, a low resistance bond is 
achieved between the shaft and the equip- 
ment panel. 
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Improve The Sea! Bond 


la- Tapered Lock Bushing 


i=] 


Adjustment Shefts 


Motel Braided Bag 


Switches 


In "explosive proof" hardware, or in 
equipments with very high shielding re- 
quirements, a simple fix is to utilize a 
braided metal bag to increase the shield- 
ing as shown. = 


Grounding 


The primary purpose of grounding is 
the protection of personnel and equipment. 
Electrical codes require that electrical 
and electronic equipment cabinets/frames 
be connected to the surrounding media 
(building, earth, etc.) in such a manner 
that no shock hazard exists due to a volt- 
age difference between the equipment and 
the surrounding media. For equipment pro- 
tection, the purpose of the ground is to 
provide a fault current path so sufficient 
fault current can flow to cause circuit 
breaker or fuse actuation. Ground further 
prevents the buildup of electrostatic or 
transient voltages that may cause insu- 
lation damage. Lightning protection is a 
special case of transient voltage buildup 
which is shunted to ground, in most cases, 
via surge protective devices. 


In other words, the purposes of 


‘grounding are to provide an equipotential 


connection between equipments and surround- 
ing structures/media, and a return current 
path for fault currents. For signal cir- 
cuits, two-conductor transmission lines 

are used. Tying the signal circuit to 
ground prevents electrostatic drift and 
provides a common reference provided the 
ground circuit is truly an equipotential 
plane. 


The discussion which follows will 
divide the grounding problem into earth 
grounds ("exterior" grounds), and equi- 
potential or reference nodes (‘‘interior" 
grounds). Emphasis will be placed on 
meeting system grounding requirements with- 
out becoming a major source of EMP pickup. 


Both Interior and Exterior Grounds are 
Needed for Other System Reauirements 


Both Interior and Exterior Grounds can 
be a Major Source of EMP PICKUP 


Earth/Exterior Grounds 


There are at least three reasons for 
considering how EMP and exterior grounds 
interact. First, there are long wave- 
length threat components with which ground 
circuits can meaningfully couple. Second, 
system grounds are essential for any num- 
ber of other reasons; hence, their EMP 
coupling is a germane issue. Third, it 
has been pragmatically established that 
grounds make a noticeable difference -- 
good and bad -- in nuclear test and nuclear 
simulation instrumentation. 


Of course, a grounding system can be 
put to advantage in EMP control. But this 
needs to be integrated with other ground- 
ing requirements, i.e., lightning, power, 
etc. 


The basic idea of earth grounding is 
to provide an equipotential distribution 
between the structural members of a sys- 
tem and the surrounding natural environ- 
ment. This concept is perfectly valid 
only for the ideal case of static fields, 
infinite earth (ground) conductivity, and 
no current flow. Thus, earth grounding 
is an attempt to connect, in a field- 
significant way, to the large, but poor, 
conductor. In the cases of shock hazard 
elimination or lightning protection, only 
lower frequencies are of interest and this 
"equipotential surface" concept must only 
apply for local areas. For EMP, on the 
other hand, where distributed systems are 
of concern, this concept must apply over 
large geographical areas and over a broad 
frequency spectrum. 


Another factor is the connection from 
the system structural members to the earth. 
The idea is to couple the electromagnetic 
energy into the earth and absorb it in the 
earth. The impedance to earth is a func- 
tion of the connection from the system to 
the groundwell, and the impedance of the 
groundwell to the earth. To minimize 
voltage buildup due to EMP or other trans- 
ients, these impedances must be low at all 
frequencies of interest. All conductors 
have associated with them in inductance 
which is a function of the geometry of 
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the conductor. The inductance term pro- 
duces an IZe drop (conductor impedance) , 
in addition to the IZ, (ground impedance). 
The groundwell impedance can be reduced 
by using large contact area ground rods 
or wells and improving the conductivity 
of the earth in the immediate vicinity 

by “salting” (ionic salts). Further, 

most of the EM energy in a current carry- 
ing conductor exists in the field external 
to the conductor. The impedance mismatch 
results in the field stored energy being 
reflected and reverberating on the con- 
ductors. 


Ground Resistance and Transient Impedance 


Absorption 


Most of the Transient Field Energy 
is Outside the Physical Conductor. 


One demonstrated use of controlled 
grounds was found during atmospheric test- 
ing. Here, long duration reverberation 
currents on the exterior of the cables 
were present which often interfered with 
shock wave measurements which occur a few 
milliseconds to seconds after the blast. 


By viewing the long cable run as a 
transmission line and terminating it in 
its Z 5, much of the reverberation could 
be suppressed, 


| 
+——- Line Or Component 


Ferrite Core —< Lead 


Ferrite Core 


FERRITE CORE AND EQUIVALENT CIRCUIT 


Filters 


The most common passive, lumped-ele- 
ment device is the terminal filter. It 
is basically a black-box with input and 
output connections for insertion into an 
otherwise continuous two-wire circuit. 
Its insertion loss is chosen for minimum 
attenuation in the frequency domain of 
normal circuit operation and maximum at- 


tenuation in the domain of maximum "noise" 


(i.e., induced EMP signal) content. 


The intercepted energy has to be 
diverted or absorbed. 
back into the input system, increasing 
the EMP level there. 
would be to dissipate the energy as heat 
in an internal filter resistance. This 
_implies a preference for "lossy" filters. 


The effectiveness of the filter also 
depends on the out-of-band responses of 
the filter. Since the EMP induced energy 
contains a wide spectrum of frequencies, 
even the damped sinusoid, the filter must 
not have any spurious responses over the 
interfering signal spectrum. Further, if 
filters alone are used, the components 


used in the filter must be capable of with- 
standing the induced voltages and currents 


without failure. 


It may be reflected 


A better alternative 


Low Pass 


High Pass 


Here is a typical working example of 
a filter analysis for a very severe ex- 
posure situation. One might experience 
something as bad as this for a completely 
“naked" megawatt level power line. The 
figure shows the effect of a simple, 
three-element filter for various design 
parameters. 


Note the logarithmic scale compres- 
sion. Obviously, the linearized pulse 


-will be much ''more peaked" in appearance. 


Normalized Amplitude (Vin/ Vout) 


lo io’ 46 40°: “ig Te) 
TIME (seconds) 


It should be noted that the lower 
the cutoff frequency of a low pass filter, 
the more the slope of the wavefront is 
reduced. 


Another example shows the rejection 
for a typical low pass filter. Shown at 
the left is a typical power-line -EMP 
surge. Assuming the filter cuts off at 
about 15,000 Hz, it can pass about 1/5 of 
the applied energy for certain expected 
applied waveshapes. 


Other Filter Responses 


te 


Typical 
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Amplitude Limiting Devices 


Amplitude limiting devices are usual- 
ly nonlinear in nature. Included among 
these devices are spark gaps, gas and semi- 
conductor diodes, soft limiters such as 
thyrites and varistors, and mechanical or 
thermal devices such as fuses, circuit 
breakers, and relays. 


Types of Non-linear Devices 


Spark gaps 

Gas diodes (cold, hot) 
Zener diodes 

Silicon diodes (w/bias) 
Thyrite (sic) | 


Fast relays 
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Hybrids 
* Crowbar circuits 


Nonlinear devices can cause some 
problems. We already indicated under the 
heading ''Filters'' that the EMP energy has 
to go somewhere. This remains true for 
active elements as well. Furthermore, 
the switching operation itself can be a 
source of unwanted EM energy (e.g., RFI) 
interfering with sensitive downstream 
components. This is particularly true if 
the associated circuits contain signifi- 
cant EM energy in normal operation. When 
the device switches, it must inevitably 
cause some change in effective circuit 
impedance and hence in operative current 
distribution. 


In addition, the switching function 
may generate a spurious pulse in the cir- 
cuit itself. This is particularly possi- 
ble if the switching occurs on a time 
scale short compared to that of the normal 
operational signals in the system, e.g., 
on the fast-rise 'front"' of an induced 
EMP signal. This is one of the strongest 
reasons for using "hybrid" (i.e., limiter/ 
filter combination) lumped elements. 


Consequences of Nonlinear Operation 


Spark Gaps and Gas Diodes 


A spark gap is a voltage-threshold 
switch with two or more electrodes sepa- 
rated by a dielectric gas. Spark gaps 
depend on initiating conductive breakdown 
in a gas. When this breakdown occurs, 
the device switches from a very low to a 
very high conduction state. 


Spark gap type devices have the ad- 
vantages of being bipolar in operation 
and can handle extremely large currents 
(thousand of amperes). They are avail- 
able with static initiation voltages of 
60 to 30,000 volts. The initiation volt- 
age depends on the gas medium, gap spacing 
and gas pressure. Arc initiation requires 
some free electrons and, therefore, there 
is a minimum for a given gas. The lower 
voltage devices often use radioactive 
doping to increase the number of free 
electrons and thus lower the initiation 
voltage. 


Since these devices require mobili- 
zation of the free electrons under the 
influence of the applied field and gener- 
ation of secondary electrons due to colli- 
sions, it takes a finite time for the arc 
to occur. Because of this time delay, 
these devices will fire at the static 
breakdown voltage for slowly rising pulses, 
but require higher voltages for rapidly 
rising pulses. This impulse ratio may be 
anywhere from a few percent of the static 
voltage to several times the static volt- 


age depending on the steepness of the 
wavefront slope. For example, a 500 volt 
gap may have an impulse voltage of 9500 
volts for a pulse having a rate-of-rise 
of 5 kV/ns. 


Spark Gaps and Gas Diodes 
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Spark Gap Gas Diode 


The extinguishing potential must al- 
so be considered for spark gap type de- 
vices. The voltage at which the device 
extinguishes is a function of the current 
through the gap; the higher the current, 
the lower the extinguishing voltage. This 
can be a serious problem in de circuits 
where the follow current from the source 
is sufficient to keep the gap ionized. 

In ac circuits, the gap will extinguish 
as the signal passes through zero. Spe- 
cial arresters (expulsive arresters) use 
magnetic fields or gas emissions to ex- 
tinguish the arc. Resistance in series 
with the gap (fixed resistors or varis- 
tors) can be used to limit the surge 
current, but this results in higher term- 
inal voltage. 


The operation of a typical gap ar- 
restor for a damped sinusoid exciting 
voltage is shown. The total energy 
passed is indicated by the shaded area. 
It should be noted that if the signal 
amplitude is insufficient to ignite the 
gap, more energy can be passed to the 
protected circuit. 


Impulse 


2 ignition 


Zener and Silicon Diodes 


These are generally smaller, lower 
power devices. They operate effectively 
in the voltage-current range of solid 
state circuitry, so that they are exten- 
sively used for such circuit protection. 
They are voltage-limiting in action 
(rather than voltage-reducing). Silicon 
diodes "clip" more effectively -- their 
"plateau" is flatter. Their operating 
voltage is generally low -- a few volts -- 
and the introduction of "hold-off" bias 
can be an inconvenience. They are gen- 
erally high-capacity devices, so that 
there are limits as to the circuit fre- 
quency range of applicability. Also, the 
semiconductor devices have definite limits 
on the joule energy handling capability 
(i.e., the protective elements may have 
low ''damage" thresholds). 


In general, these devices do not 
exhibit a turn-up (impulse) voltage char- 
acteristic. The p-n junctions in these 
devices will react sufficiently fast to 
limit transients even with nanosecond 
rise times. Caution must be exercised 
in the application of these devices 
since if very short lead lengths (less 
than 1/2 inch) are not utilized, the in- 
ductance associated with the leads can 
result in a voltage drop far in excess 
of the normal junction voltage. 


Semiconductor limiters (diodes) are 
unipolar devices. The limiting is us- 
ually provided by the reverse voltage 
breakdown characteristic. When break- 
down occurs, large currents can result 
causing a possible failure of the semi- 
conductor if care is not exercised. Zener 
diodes which are often used for this pur- 
pose range in clamping voltage from about 
2 to 200 volts. Current handling capa- 
bility may range as high as a few hundred 
amperes. For very short (100 of nano- 
second to microsecond) pulses. 


Extinguishing of these devices is 
no problem since there are no residual 
electrons to be swept as in the case of 
spark gap type. devices. 


Zener and Silicon Diodes 
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The response of a zener diode limit- 
ing circuit to a damped sinusoid incident 
signal shows the hard limiting features 
of such a device. The case shown is the 
same incident signal as that shown pre- 
viously for the spark gap arrester. 
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Varistors 


A varistor is sometimes referred to 
as a "soft" limiter. It is a bulk semi- 
conductor material whose resistance is 
varied with the magnitude, but not polar- 
ity, of the voltage applied to it. The 
voltage/current curve is nonlinear but 
never negative. Therefore, the voltage 
drop across the device always increases. 


There are two basic types of varis- 
tors available: (1) the silicon carbide 
(SIC) type, and (2) the metal oxide varis- 
tor (MOV). For very low values of current 
(less than approximately one micrcampere) 
the device acts as a linear resistor with 
a resistance of hundreds of megohms. At 
higher values of current, the voltage 
current relationship is nonlinear and is 
given by: 


For silicon carbide varistors a 
ranges between 2 and 7, whereas for metal 
oxide types an a ~ -25 is typical. 
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Thyrite (Voltage-Sensitve Material) 


Thyrite Schematic 
Block Representation 
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MOV's are available with clamping 
thresholds of 40 to 1500 volts, response 
time in the nanosecond regime, and peak 
energy handling capability of up to 160 
joules. SIC's have considerably higher 
peak energy handling capability, 270,000 
joules, and clamping thresholds of 15 to. 
10,000 volts. 


Since these devices are nonlinear 
resistors, care must be exercised in 
their application. If they are applied 
to circuits where normal voltage swings 
cause a resistance change, the device 
can generate harmonic and intermodulation 
type interference which may be objection- 
able. This could be a problem in RF 
transmitter output circuits or in power 
circuits. 
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Hybrids 


A hybrid circuit, that is, one em- 
ploying a combination of amplitude and 
spectral limiting devices, is one of the 
more favored approaches for terminal pro- 
tection. A spark gap or other high energy 
amplitude limiting device can be employed 
to shunt the bulk of the current. The 
filter (low pass) following the gap re- 
flects the high frequency energy in the 
spike resulting in a slowed rate of rise 
of the wavefront. It also reflects the 
high frequency noise associated with gap 
firing. If the pulse out of the filter 
is still too large, a second, low energy 
arrester such as a zener diode can be 
used since the energy in the pulse has 
been reduced to safe levels for the zener. 


The series impedance preceding the 
surge arrester is a necessary component 
to assure appropriate limiting; in some 
cases, the surge impedance of the trans- 
mission line can suffice. 


Hybrids 


Electromechanical 
and Thernal Devices 


Fast relays, circuit breakers, and 
fuses have response times that typically 
are on the order of one (1) to several 
milliseconds. Their principal value lies 
in interrupting circuit operation as a 
result of the current ''dumping" of the 
faster protective devices (arresters). 
This circuit interruption feature limits 
the energy which must be dissipated in 
faster devices and the relays may also 
be used to initiate restoration to nor- 
mality from a breakdown condition. 
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Crowbar Circuits 


-In these systems, a high-power rat- 
ing device is operated by a subsidiary 
sensing/trigger circuit. Thyratrons, ig- 
nitrons, spark gaps have been used for 
the ''crowbar."’ Sensing can come from the 
circuit itself, from a 'threat'’ sensor, 
or from an auxiliary breakdown device 
(e.g., corona optical sensor). 


Crowbar circuits are often used to 
activate the normal system protection 
interlocks, For example, EMP could "fire 
a spark gap or cause an arc-over in the 
transmitter output. This arc, if not 
extinguished, could cause excessive plate 
dissipation in the output tubes. In this 
case, a thyratron can be "fixed'' across 
the transmitter de supply to activate the 
circuit breakers, The thyratron is acti- 
vated by a corona-sensing photocell near 
the spark gap or better yet by an imped- 
ance sensing circuit. 


Crowber Circuits 


